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As part of the Datasphere Initiative's European Dialogues’ project, this report lays out some of the
main trends, priorities, challenges, emerging barriers, good practices and recommendations to
responsibly unlock the value of data for all in Europe. 

Based on a desk research and semi-structured interviews with key stakeholders in Europe, the
report analyzes regulatory efforts led by the European Commission, selected European Union (EU)
member states, the UK and Switzerland.

As European efforts to design data policies are ongoing and evolving, this report offers a snapshot
of some key reflections on how the European Union and non-EU member states are approaching
data governance. While non-exhaustive, the report attempts to analyze some key trends and offer
insights on how approaches to data are having an extraterritorial impact and contributing to the
region’s ability to responsibly unlock the value of data for all.

The report’s key findings and trends can be synthesized into three headings: 

EXECUTIVE SUMMARY

RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

Unlike other countries and regions where human rights’ debates have focused on
freedom of expression, Europe and particularly the EU is known for pushing for a
regional legislative agenda mainly focused on a human rights-approach that
highlights privacy.

A human-centric view centered on fairness, democracy, greenness and inclusivity
provides the foundation for Europe’s regulation efforts in this space.

In general, European data governance efforts have sought to enhance trust by
supporting new institutions such as stewards and data spaces where data can be
collectively governed and shared.

The normative instruments that are being issued to protect personal and non-
personal data have raised the standards when it comes to privacy protection and
the sharing and use of data across borders.
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Europe’s priorities for data governance have revolved around
protecting constitutional rights and freedoms, promoting human-
centricity and sovereignty, and the use of data for public good. In
order to build trustworthy spaces, new normative trends in Europe
place more emphasis on bottom-up approaches and the importance
of collective rights and impacts. Positive or negative impacts of certain
data uses might not be easily detected at an individual level, but might
become evident at the collective level, which means that collective
identities and societal dynamics are fundamental for data analysis and
governance efforts. The collective approach is an upcoming challenge
for the region.

Data and
responsibility

A European rights-
based approach

seeks to enhance
citizen trust

1



European (and global) data governance efforts have developed in a
fragmented and siloed manner. The increasing number of sector-
specific norms contribute to that. Overcoming this fragmentation and
mapping existing platforms, overlaps and gaps is necessary to build a
common framework that ensures data interoperability and sharing.
Additionally, multistakeholder engagement, especially engaging
practitioners and innovators, and international cooperation are key to
create a common language around data governance, protect human
rights and also promote global competitiveness and data usage for
innovation. International cooperation and dialogue should seek to find
convergence between actors’ priorities and values, and develop models
that work for different contexts and needs.

Europe needs to create frameworks and infrastructures for data spaces to be
connected and compatible to enable cross-border and cross-sectoral data flows.

In its effort to enable economic competitiveness, Europe has also favored data
localization requirements and other means to ensure that the economic value of
data remains within Europe. 

Led by countries in the EU, the narrative in Europe is considerably focused on
privacy, data protection and confidentiality, and less so on data sharing,
opportunities for innovation or the potential to provide new services for society.

While facilitating data sharing within the EU, some frameworks – such as the DGA
– will potentially increase transaction costs for organizations outside the EU, and
not only for personal data.

RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

Another challenge for Europe is the need to create new incentives to
encourage innovation, supporting digital transformation and
competitiveness goals. Europe – as the rest of the world – needs to find
a balance and avoid over-regulation in order for the data governance
frameworks not to stop innovation or discourage cooperation and data
flows. By leveraging data for digital transformation and creating
incentives for data sharing, industries can create new products and
services. Future initiatives (e.g. norms, technology, model contracts,
procurement, self-regulation and voluntary frameworks etc.) should
create the appropriate incentives and thus contribute to responsibly
unlocking the value of data for all.
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DGA

Data and value
There is an

increasing need to
allow data to flow
freely and enable

innovation and
competitiveness

2

Data for all
European

approaches are
impacting

international data
governance
convergence

3



RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

The challenge for Europe is to dialogue with other international players and find
convergences between each country’s/region’s values and priorities.

Europe – as other regions of the world – faces the challenge to strengthen the
regional and national governance mechanisms to ensure trust, while allowing for
experimentation and cross- and multi-sector data sharing and use by both public
and private players.

The fundamental challenge for Europe is hence to fully engage at the global level
to ensure that the European model is indeed replicable and scalable.

A global vision and strategy is needed to make sure that European data
governance frameworks unlock the value of data for all.

Overall, this report ventures into the ongoing European data governance efforts. As a trailblazer of
human rights and data protection, Europe has done a good job at marketing its approach to data
governance. Nonetheless, the task is still unfinished, and the report’s findings hint to the difficulties
of implementing governance frameworks. Now that there is more awareness about the societal
harms and challenges of governing data in the region, the challenge now is to translate risks into
opportunity by designing governance models that can effectively target these issues and
responsibly unlock the value of data for all.
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   Balancing the opportunities and challenges of leveraging data for society

Data is transversal to all economic and social sectors, underpinning practically all activities. Most
importantly, data is paramount both to inform decisions – be them individual decisions and the
ones relevant to address major global challenges –, and also to generate socio-economic wealth.
While the centrality of data in decision-making processes and for value creation has been
increasingly recognized, different actors across the globe are still grappling with a common
challenge: how do we govern data in a way that responsibly unlocks its value for all. How we
answer this question will not only impact if we manage to build more equitable and inclusive digital
societies, but also how we do it.

It is clear that the novelty and importance of data and its governance calls for a more sophisticated
conceptual framing, since none of the existing terms to refer to the digital world – e.g., the
cyberspace¹ or the metaverse – properly addresses the complexity surrounding data on multiple
levels. The concept of datasphere helps approach digital data in a more holistic manner, defining it
as the complex system encompassing all types of data and their dynamic interactions with human
groups and norms.² In the paper “Hello Datasphere”, the Datasphere Initiative explores different
concepts and policy and institutional arrangements that are formative to this new all
encompassing narrative proposal.³

The concept of the datasphere proposes to adopt a systemic approach to understand the
interacting subsystems at different levels of complexity.⁴ This approach allows the examination of
the complex interdependencies between different stakeholders, technologies, norms, events,
incentives and factors. The datasphere systems approach puts forward the idea that policies and
positions developed – particularly with regards to data governance – need to assess their impacts
when considering scalability to avoid various potential chilling effects to others and themselves.
In addition to a lack of conceptual and operational framings to capture the complexity of data
governance, the question of how to unlock the value of data is currently being asked in a rather
tense geopolitical setting. Underlying this debate is the tension between free flow of data – the
technical default of the Internet – and data sovereignty – a concept still loosely defined and used to
achieve different socioeconomic objectives.⁵ 

RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

INTRODUCTION

¹Douzet, F. (2020). Du Cyberespace à la Datasphère. Enjeux stratégiques de la révolution numérique. In Hérodote, Editions La
Découverte (pp. 3–14). https://www.herodote.org/IMG/pdf/edito-2.pdf

²De La Chapelle, B. & Porciuncula, L. (2022). Hello Datasphere – Towards a systems approach to data governance. The Datasphere
Initiative. https://www.thedatasphere.org/news/hello-datasphere-towards-a-systems-approach-to-data-governance/ 

³De La Chapelle, B. & Porciuncula, L. (2022). Hello Datasphere – Towards a systems approach to data governance. The Datasphere
Initiative. https://www.thedatasphere.org/news/hello-datasphere-towards-a-systems-approach-to-data-governance/ 

⁴Arnold, R. D., & Wade, J.P. (2015). A Definition of Systems Thinking: A Systems Approach. Procedia Computer Science, 44, 669–678.
https://doi.org/10.1016/j.procs.2015.03.050.

⁵De La Chapelle, B. & Porciuncula, L. (2021). We Need to Talk About Data: Framing the Debate Around Free Flow of Data and Data
Sovereignty. Internet and Jurisdiction Policy Network. https://www.thedatasphere.org/datasphere-publish/we-need-to-talk-about-data/
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As a reaction to this pull in opposing directions, countries are thus adopting different approaches.⁶
Some, adopting legislations that enable free flow of data; others putting more emphasis on the
protection of privacy and other fundamental rights; while others are furthering localization
measures and bustling market protectionism strategies Furthermore, multilateral organizations
(e.g. UN agencies,⁷ OECD,⁸ WTO⁹) and other economic blocks (e.g. G7¹⁰ and G20¹¹) or multilateral
arrangements via trade agreements (e.g. African Regional Trade Agreement¹² and ASEAN¹³) are
pushing for sets of values and narratives that are supportive to their views and needs to foster
regional data economies.

The result is a proliferation of policies, frameworks, standards, tools and methods, deepening a
patchwork of community and normative silos that only increase barriers for cooperation that
unlocks the value of data for all. The lack of awareness of such complexity and perhaps of a
systematic alignment of solutions – be them materialized through legislations, frameworks,
standards or tools – is a detriment not only to all economic sectors, but to our capacity as
humankind to address the most pressing cross-border challenges of our times (from climate
change to epidemics).

It is clear that most countries are not only facing this rising tension, but also struggling to
define their paths and approaches to reach the global common goal of unlocking the value
of data for all. That is why, in an effort to catalyze knowledge and collaboration, the Datasphere
Initiative is organizing a set of regional research efforts and consultations to uncover and connect
data narratives, innovations, and expertise across countries and sectors.

⁶Find more about data strategies in the Global Data Strategies Handbook: Hennemann, M. (2023). Global Data Strategies. A Handbook.
(In Gemeinschaft mit Nomos Verlagsgesellschaft, Baden-Baden und Hart Publishing, Oxford). ISBN: 978-3-406-78294-7
https://www.beck-shop.de/hennemann-global-data-strategies/product/33274613 

⁷United Nations (2020-2022). Data Strategy of the Secretary-General for Action by Everyone, Everywhere with Insight, Impact and Integrity.
United Nations. Decade of Action.   https://www.un.org/en/content/datastrategy/images/pdf/UN_SG_Data-Strategy.pdf

⁸OECD (2022). Going Digital Guide to Data Governance Policy Making. OECD Publishing, Paris, https://doi.org/10.1787/40d53904-en.

⁹Overdeik, M. (2020). Cross-border Data Flows: Global Data Governance is Required to Tackle Injustices. Bertelsmann Stiftung, New
Perspectives on Global & European Dynamics. https://globaleurope.eu/europes-future/cross-border-data-flows-global-data-governance-
is-required-to-tackle-injustices/ 

¹⁰European Commission (2021). G7 Leaders endorsed a Ministers’ Roadmap for Cooperation on Data Free Flow with Trust. Official
Portal for European Data. https://data.europa.eu/en/news-events/news/g7-leaders-endorsed-digital-ministers-roadmap-cooperation-
data-free-flow-trust 

¹¹G20 2019 Japan (2022). G20 Osaka Leaders’ Declaration.
https://www.mofa.go.jp/policy/economy/g20_summit/osaka19/en/documents/final_g20_osaka_leaders_declaration.html 

¹²Obinna-Uzoh, S. & Saeed, M. (2021). The imperatives of data governance in the African Continental Free Trade Agreement. Global
Partnership for Sustainable Development Data: The Data Values Project. https://www.data4sdgs.org/blog/imperativeness-data-
governance-african-continental-free-trade-agreement 

¹³Association of Southeast Asian Nations (2021). ASEAN Data Management Framework: Data governance and protection throughout the
data lifecycle. ASEAN Digital Senior Officials’ Meeting (ADGSOM). https://asean.org/wp-content/uploads/2-ASEAN-Data-Management-
Framework_Final.pdf 
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This report – part of the Datasphere Regional Dialogues in Europe – briefly analyzes recent and
upcoming policies of select countries across the continent and, in particular, trends from the
European Union, to contribute to the understanding of the complexities we now face. It is based on
desk-research as well as inputs from interviews conducted with stakeholders in mid-2022 working
on and impacted by data policy and practices across the region.

It explores the newest – and still under consolidation – European approaches to data governance
(especially around non-personal data),¹⁴ the existing tensions and some potential impacts that such
approaches may have in Europe and across the globe. It approaches Europe not only from a
European Union perspective, but also by venturing into specific cases of study and highlighting
insights and trends from the United Kingdom and Switzerland. The report also considers the
potential extra-territorial impacts of European policymaking and provides an analysis of the
approach policymakers in Europe are taking to unlock the value of data while responsibly
managing the risks.

The report is structured in four main parts. The first three, which derive from the Datasphere
Initiative’s mission to responsibly unlock the value of data for all, and a final concluding part:

- 10 -

¹⁴We purposefully do not go deep into GDPR analisis, but interested parties should consider such a norm as one of the elements that
make the complexity of the data governance field. 

Data and Re sponsibility
The first part dives deeper into data and

responsibility, and the different rights that
the European approaches have strived to

protect. 

1

Data and Value
The second part ventures into the socio-
economic value that can be derived from
data, and its potential to drive innovation
and enable economic competitiveness. 

2

Data for All
The third part reflects on the extent to

which Europe is unlocking the value of data
for all. It addresses the tensions existing

within Europe and outside of the region, as
well as its potential to become a global

norm-setter and support data governance
convergence internationally.

3

The Road Ahead
The final section concludes by sharing
additional questions and posing some

reflections for the future.

4
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RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

¹⁵European Data Protection Supervisor (2023). Surveillance. Reference Library. https://edps.europa.eu/data-protection/our-
work/subjects/surveillance_en 

¹⁶By August 26, 2020, all European countries, except Bosnia and Herzegovina had implemented limited or comprehensive contact
tracing in their territories. Our World in Data (2023). Which countries do COVID-19 contact-tracing?
https://ourworldindata.org/grapher/covid-contact-tracing?time=2021-11-06&region=Europe

¹⁷Andrin Eichin, Senior Policy Advisor, International Relations, at the Swiss Federal Office of Communication (OFCOM).

¹⁸Such as the United States of America in which the First Amendment of the Constitution establishes the right to freedom. Constitution
of the United States of America (2023). First Amendment. https://constitution.congress.gov/constitution/amendment-1/

¹⁹Individual countries have had privacy legislation before the 80s, but the focus here is in the actions of the EU as a block. Shaw, T.
(2013). Privacy Law and History: WWII-Forward. The Privacy Advisor. https://iapp.org/news/a/2013-03-01-privacy-law-and-history-wwii-
forward/
For instance, France and Germany are two examples of the efforts to push privacy protection frameworks. In 1978, France adopted
one of the first European data protection laws and created the Commission Nationale de l’Informatique et des Libertés (CNIL), which is
in charge of promoting policies, research and publications to protect personal data, support innovation, and preserve individual
liberties. The 1978 law and the CNIL have played a significant role in the development of the EU’s 1995 Directive on data protection
and the subsequent GDPR. In the wake of the data economy, the CNIL has mainly published documents referring to effective
enforcement of data protection in the digital world, cybersecurity and cyber risks prevention, and guidelines on security of personal
data. In 2022, it published standards on management of commercial activities and unpaid debts, which established guidelines on data
processing, transfer and protection.

²⁰European Union (2023). Complete Guide to GDPR compliance. General Data Protection Regulation. https://gdpr.eu/ 

²¹European Parliament (2019). Directive (EU) 2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the supply of digital content and digital services. https://eur-lex.europa.eu/legal-content/en/ALL/?
uri=CELEX:32019L0770 

²²European Commission (2023). Digital Services Act Package. https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-
package

THE EUROPEAN RIGHTS-BASED APPROACH: THE QUEST TO ENHANCE
CITIZEN TRUST

   Europe has put human rights and values at the center of its governance efforts

Nowadays, more and more individuals in Europe are aware of their rights and are concerned
about how their data is being processed and used. In fact, concerns around human rights
violations, especially discrimination, and surveillance through contact tracing, facial recognition
and other digital identity tools are among the data uses that European citizens are particularly
vulnerable to.¹⁵ For instance, all European countries – except Bosnia and Herzegovina –
implemented contact tracing apps during the covid-19 pandemic,¹⁶ which raised citizens’
awareness and concerns around their privacy and data protection.¹⁷ Regulatory efforts in the
region have hence started placing more emphasis on ensuring the protection of constitutional
rights and freedoms, and privacy in particular.

Unlike other countries and regions where human rights’ debates have focused on freedom
of expression,¹⁸ Europe is known for pushing for a regional legislative agenda mainly
focused on a human rights-approach that highlights privacy. Since the 80s, the European
Union¹⁹ has put forward regional legal instruments that sought to protect fundamental rights,
concretely privacy by protecting personal data. More recently, regulations have ranged from the
EU Charter of Fundamental Rights to the European Union General Data Protection Regulation
(GDPR),²⁰ the Digital Content Directive (DCD),²¹ and the Digital Service Act Package²² on platform
regulation.
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For instance, European developments have pushed forward the right to be forgotten or the right to
erasure, as the right to have data removed from the Internet under some circumstances.²³ In sum,
these frameworks have aimed to protect privacy as a fundamental right based on the protection of
personal data and privacy protecting mechanisms.

Germany was the first EU country to issue a national law implementing the GDPR: the 2017 Federal
Data Protection Act (“BDSG”).²⁴ It later issued modifications and complementary regulations to
support this law’s implementation and enforcement. Germany pioneered the model of “data
protection officers”,²⁵ which are private bodies that employ around 20 people to deal with the
“automated processing of personal data”. Likewise, the German Data Protection Conference
(“DSK”)²⁶ is a working group that represents the Federal Commissioner for Data Protection and
Freedom of Information (“BfDI”)²⁷ as well as Germany before the European Data Protection Board
(“EDPB”).²⁸ On an ongoing basis, the BfDI publishes recommendations and guidelines on how to
implement the GDPR and national German laws to enhance privacy and data protection.

In furthering their normative actions in regard to data, the European Commission launched the
2020 European Strategy for Data, and soon after to promote in practice the concept of Common
European Data Spaces, in November 2021, it adopted two supporting documents: the
Recommendation on a Common European Data Space for Cultural Heritage²⁹ and the Digital
Europe Work Programme 2021-2022,³⁰ and more recently proposed the European Health Data
Space (EHDS),³¹ which promotes secondary uses of health data.³²

²³Article 17 of the European Union General Data Protection Regulation: https://gdpr.eu/

²⁴OneTrust Data Guidance (2023). Federal Data Protection Act of 30 June 2017 (implementing the GDPR) as amended on 23 June 2021.
https://platform.dataguidance.com/legal-research/federal-data-protection-act-30-june-2017-implementing-gdpr 

²⁵OneTrust Data Governance (2023). Germany - Data Protection Overview. https://www.dataguidance.com/notes/germany-data-
protection-overview 

²⁶Datenschutzkonferenz (2023). German Data Protection Conference. https://www.datenschutzkonferenz-online.de/ 

²⁷German Federal Commissioner for Data Protection and Freedom of Information (2023). Homepage.
https://www.bfdi.bund.de/DE/Home/home_node.html 

²⁸European Data Protection Board (2023). Homepage. https://edpb.europa.eu/ 

²⁹European Commission (2021). Commission proposes a common European data space for cultural heritage. European Commission.
https://digital-strategy.ec.europa.eu/en/news/commission-proposes-common-european-data-space-cultural-heritage 

³⁰European Commission (2021). Commission Implementing Decision on the financing of the Digital Europe Programme and the
adoption of the multiannual work programme for 2021 - 2022. European Commission.
https://ec.europa.eu/newsroom/repository/document/2021-
46/C_2021_7914_1_EN_annexe_acte_autonome_cp_part1_v3_x3qnsqH6g4B4JabSGBy9UatCRc8_81099.pdf

³¹European Health Data Space (2023). Homepage. https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-
space_en 

³²By establishing such spaces the Commission aims “at overcoming legal and technical barriers to data sharing across organizations,
by combining the necessary tools and infrastructures and addressing issues of trust, for example by way of common rules developed
for the space“ (European Strategy for Data, p. 15). European Commission (2020). Communication from the Commission to the European
Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions: A European strategy for data.
European Commission. https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DC0066&from=EN 
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Other relevant initiatives that complement the European rights-based approach include: Regulation
on the free flow of non-personal data (FFD),³³ the Cybersecurity Act (CSA),³⁴ and the Open Data
Directive.³⁵ Additionally, sector-specific legislation on data governance have also been adopted in
some fields such as automotive, payment service providers, smart metering information, electricity
network data, and intelligent transport systems.³⁶  

Europe has thus played a central role in promoting the human rights’ agenda and narrative at
various levels and sectors of the European economy. From the perspective of responsibility, it has
first and foremost adopted a rights-based approach centered in the protection of privacy as a core
human right.

The main European data governance efforts revolve around the protection of privacy, the person,
security and other individual rights. In fact, all interviewees consulted in this research underlined
the sustained relevance of the GDPR in framing the European approach to data governance
beyond personal data and thus the region’s values and priorities.

³³European Parliament and the Council of the European Union (2018). Regulation (EU) 2018/1807 of the European Parliament and of the
Council of 14 November 2018 on a framework for the free flow of non-personal data in the European Union. Official Journal of the European
Union. https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1807&rid=2 

³⁴European Parliament and the Council of the European Union (2019). Regulation (EU) 2019/881 of the European Parliament and of the
Council of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology
cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act). Official Journal of the European Union.
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0881

³⁵European Parliament and the Council of the European Union (2019). Directive (EU) 2019/1024 of the European Parliament and of the
Council of 20 June 2019 on open data and the re-use of public sector information. Official Journal of the European Union. https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1024 

³⁶  In order: Regulation 715/2007 as amended by Regulation 595/2009, Payment Service Directive 2015/2366, Directive 2019/944 for
electricity, Directive 2009/73/EC for gas meters, Commission Regulation (EU) 2017/1485, Commission Regulation (EU) 2015/703,
Directive 2010/40/EU.
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The EU has a role to play when it comes to bringing forward European values
and therefore human rights. There is a lot of potential and it’s interesting to
see what Europe is doing in that field (leading the field in that sense: digital
rights and data governance issues that are not corporate or state-led, but
informed by European values, human rights, and base level of governance
and governments).
Paola Pierri, Senior Research Associate at Luzern University of Applied
Science (Germany).
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   Europe has pushed for human-centricity and sovereignty while regulating data

To further advance the European Data Strategy, two core Acts were proposed and consulted on:
the Data Governance Act (DGA)³⁷ and the Data Act (DA).³⁸ Both the DGA and the DA materialize the
European human-centric perspective. The Data Governance Act,³⁹ adopted on May 30, 2022 (and
expected to come into effect at the end of 2023), is a horizontal framework for data sharing that
covers both personal and non-personal data. Both proposals received large multi-stakeholder
input via official open consultations, with the most recent being launched on the Data Act from 14
March to 11 May 2022.⁴⁰ The purpose of the consultations was to support a better understanding
of the actors involved in and impacted by the data economy, and fine tune the proposed
regulations based on the realities of how various sectors of the economy create, interact, impact
and are impacted by data and its management and governance processes.

A human-centric view centered on fairness, democracy, greenness and inclusivity provides
the foundation for Europe’s regulation efforts in this space. This human-centered approach
implies that digital transformation is not seen as an end in itself, but rather as a means for
individual and collective development, and for those to draw benefits from the data economy. It
also demands that a people-first and rights-first approach are employed in developing technology,
as well as in how organizations design, make and deploy technology in the real economy. Digital
inclusion and digital skills development have been promoted as part of this human-centric
approach.

For instance, the European Commission has proposed a Digital Europe Programme.⁴¹ While the
Commission has not provided details, a portion of this initiative will fund specialized programs for
advanced digital skills and traineeships in data, AI, cybersecurity, quantum, and supercomputing.
Countries such as France promoted the adoption of a human-centric plan for digital inclusion⁴² in
its national plan for digital inclusion, which aims to support the digital transformation of
businesses, while developing a “safe and human-centric” digital society in France. 

³⁷European Commission (2020). Proposal for a regulation of the European Parliament and of the Council on European data governance
(Data Governance Act). European Union. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767 

³⁸European Commission (2022). Proposal for a regulation of the European Parliament and of the Council on harmonised rules on fair access
to and use of data (Data Act). European Union. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN 

³⁹A hand commentary guide to the Data Governance Act: Specht, L. & Hennemann, M. (2023). Data Governance Act. Hand comment.
Nomos. ISBN 978-3-8487-8340-3. https://www.nomos-shop.de/en/nomos/title/data-governance-act-dga-id-100412/ 

⁴⁰European Commission (2021). Data Act & amended rules on the legal protection of databases. https://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/13045-Data-Act-&-amended-rules-on-the-legal-protection-of-databases_en 

⁴¹European Commission (2021). Digital Europe Programme. European Digital Strategy. https://digital-
strategy.ec.europa.eu/en/activities/digital-programme 

⁴²Valentinova, G. (2022). France - National Plan for Digital Inclusion. Digital Skills and Jobs Platform. https://digital-skills-
jobs.europa.eu/en/actions/national-initiatives/national-strategies/france-national-plan-digital-inclusion 
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The plan focuses on achieving digital inclusion in France, and enabling citizens with basic digital
skills. Other initiatives have promoted similar goals, such as the national cloud strategy⁴³ and the
French Artificial Intelligence (AI) strategy.⁴⁴

In addition to human-centricity, sovereignty is also a central lens to Europe’s narrative on data
governance.

The EU can be seen as trailblazer of human-centricity and sovereignty.

Markus Overdeik, Project Manager of Europe's Future Program at Ethics
of Algorithms (Germany).

Sovereignty⁴⁵ in this context is related to strengthening independence and resilience in digital
infrastructures and services. However, extensive debates and discussions whirl around this
concept: while some advocate for greater data sharing and/or access, others believe that Europe’s
strive for sovereignty, especially materialized in some of the recent judicial decisions, has
accelerated the region’s slide towards a “de facto data localization regime”.⁴⁶ Both the DGA and the
DA received inputs from consultations with stakeholders across the region, materializing the
importance that the EU has given to human-centricity and sovereignty.

⁴³OneTrust Data Governance. (2021). France: The new national cloud strategy - data transfers and localisation implications.
https://www.dataguidance.com/opinion/france-new-national-cloud-strategy-data-transfers 

⁴⁴European Commission (2023). France AI Strategy Report. European Commission AI Watch. https://ai-
watch.ec.europa.eu/countries/france/france-ai-strategy-report_en

⁴⁵Proposed definitions of sovereignty – which is also related to concepts such as data sovereignty, digital sovereignty and even
territorial-based sovereignty – are as numerous as the objectives the term is supposed to achieve.# For some, the term represents “a
dangerous justification for increased (state) surveillance or protectionism and even bringing a risk of fragmentation of the internet
itself.” Others see sovereignty as “a positive step toward individual self-determination and the empowerment of users in the digital
realm”, where bottom-up and participatory approaches are usually perceived as key. Read more on: De La Chapelle, B. & Porciuncula,
L. (2021). We Need to Talk About Data: Framing the Debate Around Free Flow of Data and Data Sovereignty. Internet and Jurisdiction Policy
Network. https://www.thedatasphere.org/datasphere-publish/we-need-to-talk-about-data/

⁴⁶Cory, N. (2021). How ‘Schrems II’ Has Accelerated Europe’s Slide Toward a De Facto Data Localization Regime. Information Technology
& Innovation Foundation. https://itif.org/publications/2021/07/08/how-schrems-ii-has-accelerated-europes-slide-toward-de-facto-data/;
Bertuzzi, L. (2022). Is data localization coming to Europe? The Privacy Advisor. IAPP. https://iapp.org/news/a/is-data-localization-coming-
to-europe/.
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One interesting development in the DGA is its recognition of “data cooperatives” as intermediary
services, albeit with a definition limited to membership structures for “data subjects, one-person
undertakings, or small and medium-sized enterprises (SMEs)”, for the purpose of managing their
rights regarding the processing of their personal or non-personal data by third parties. This can
empower individuals and SMEs to better negotiate terms before consenting that large corporations
access and use their data. The DGA thus paves the way for the development of data stewardship
models⁴⁷ rooted in the collective exercise of users’ rights. But it stops short of framing a larger
understanding of data collaboratives aimed at sharing data within a group of participants and
some terminology confusion may arise around the term as a consequence.

Additionally, the DGA defines the rules for data intermediation services,⁴⁸ which are a fundamental
institutional framework for future data sharing, to ensure that they will function as “trustworthy
organizers of data sharing”. With these new rules, the DGA effectively aligns⁴⁹ its international
transfer regime of non-personal data with the one of personal data initially defined by the GDPR
and Schrems I⁵⁰ & II⁵¹ jurisprudence. However, potential conflicts with the GDPR are still being
identified and clarified.

Data spaces are on the rise in Europe, and are being created to bring stakeholders together and
enable interoperable uses of data in a safe environment. 

⁴⁷Ada Lovelace Institute and UK AI Council (2021). Exploring legal mechanisms for data stewardship. Working group, final report.
https://www.adalovelaceinstitute.org/report/legal-mechanisms-data-stewardship/

⁴⁸European Commission (2023). Data Governance Act Explained. Shaping Europe’s digital future. https://digital-
strategy.ec.europa.eu/en/policies/data-governance-act-explained#ecl-inpage-l4ihlqt9 

⁴⁹Edwards, J. (2022). What is the EU Data Governance Act (DGA)? Ensighten. https://www.ensighten.com/blog/what-is-the-eu-data-
governance-act-dga 

⁵⁰European Court of Justice (2014). Case C-362/14 Maximillian Schrems v Data Protection Commissioner. Judgment of the Court (Grand
Chamber) of 6 October 2015.https://curia.europa.eu/juris/liste.jsf?num=C-362/14

⁵¹European Court of Justice (2018). Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems.
Judgment of the Court (Grand Chamber) of 16 July 2020. https://curia.europa.eu/juris/liste.jsf?num=C-311/18 

It’s very important that we provide means to ensure that businesses and
individuals in Europe have control over the data that they generate, and that
they can trust the way in which data will be shared and used to foster
innovation.

Antonio Biason, Legal and Policy Officer at the Data Policy and
Innovation Unit of the Directorate-General for Communications
Networks, Content and Technology – DG CNECT (Luxembourg).

   Europe strategy fosters new institutional arrangements
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⁵²European Union (2023). GAIA-X. Data Infrastructure. https://www.data-infrastructure.eu/GAIAX/Navigation/EN/Home/home.html 

⁵³Roger Dubach, Ambassador at the Swiss Federal Department of Foreign Affairs (FDFA) and Switzerland’s representative before the
Council of Europe on AI (CAHAI).

⁵⁴Ibid.

contribute to the data ecosystem based on European values,
stimulate innovation through numerous data spaces,
and strengthen expert communities per industry and provide input to discussions on
innovation at the European level.

An interesting initiative is GAIA-X,⁵² which was originally a Franco-German initiative but is now a
European project. It seeks to develop cloud service providers and data infrastructure in Europe by
providing safe spaces for stakeholders to:

Overall, European data governance efforts have sought to enhance trust by supporting new
institutions such as stewards and data spaces where data can be collectively governed and
shared. The DGA has effectively defined data intermediation services and pushed forward the
importance of trust in data sharing.

Trends and Insights from Switzerland: the “push” for digital self-determination

The need to foster trustworthy data spaces materialized by some of the European
Commission’s efforts is linked with the ongoing discussion in the region on the concept of
digital self-determination, an effort led by Switzerland. 

Digital self-determination relates to the use of digital technologies to empower and not limit
the choices and possibilities of individuals and companies, while recognizing the challenges that
these technologies pose to a “self-determined life”.⁵³

According to several interviewees, this implies avoiding “manipulation and nudging through
targeted advertising, exclusion and discrimination caused by the digital divide or bias, black box
problem of algorithms in decision-making processes, etc.”.⁵⁴ In fact, Jeni Tennison, Executive
Director of Connected by Data, remarked that the regulation of data and technology should be
designed with a view to integrate its “collective impacts.” By bringing forward a participatory
and bottom-up approach, data flows can be used to guarantee digital self-determination.

Self-determination and participatory approaches can indeed catalyze trustworthy digital
spaces. The five main values that some interviewees associated with trustworthy digital spaces
are: 1) transparency, 2) control, 3) fairness, 4) accountability, and 5) efficiency. Ensuring that
governance frameworks promote these values, while also encouraging innovation is one of the
challenges Europe faces nowadays.
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Trust: transparency about who has access to which data and for what purpose data is
being collected and processed is a key factor in ensuring traceability and thus social trust in
the digital transformation process.
Control and self-determined transfer of data: citizens have control over their personal
data. They can access all data relevant to their decisions, decide on the significance and
potential value of this data, and, on this basis, determine how it may be used by third
parties.
User-centric, data-driven ecosystems: data-driven ecosystems give users more choice
and offer solutions tailored to their specific needs. Users can choose varying degrees of
disclosure for their data and are clearly informed about these choices. Individuals are free
to transfer their own data efficiently to other service providers.
Decentralization and proximity to citizens: data is controlled by different stakeholders
instead of being concentrated in the hands of technology giants or state institutions.
Decentralized data governance helps to prevent abuses of power. Data collaborations
create new possibilities for the use of data and improve the services available at local and
regional levels.

Switzerland has adopted a key value-based approach centered on and leveraging⁵⁵ the idea of
“digital self-determination”.⁵⁶ It provides a holistic lens to determine the goal of various of its
national and international policies that impact data, from consumer rights to innovation to
trade issues, moving forward. 

“Digital self-determination”, as framed by Switzerland, focuses on a human-centered approach
in the digital age and seeks to advance the establishment of reliable and trustworthy data
spaces at the national and international levels.⁵⁷ A multistakeholder coalition⁵⁸ is supporting the
government in leveraging this approach and to develop its implementation framework.

Key pillars to this concept have been elaborated by a multistakeholder Network called the
“Digital Self-Determination Network”⁵⁹ and include: 

1.

2.

3.

4.

On March 30, 2022 the Swiss Federal Council⁶⁰ adopted various measures to promote
trustworthy data spaces and digital self-determination in Switzerland and abroad building from
this framework and set of principles.

⁵⁵Swiss Federal Council of the government (2022). Promotion of trustworthy data spaces and digital self-determination.
https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-87780.html 

⁵⁶Network Digital Self-Determination (2023). About. https://digitale-selbstbestimmung.swiss/home/en/238-2/ 

⁵⁷Network Digital Self-Determination (2020). Promoting Digital Self-Determination. Swiss Network on Digital Self-Determination.
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2021/04/Digital-Self-Determination-Discussion-Paper.pdf 

⁵⁸International Network on Digital Self-Determination (2023). Homepage. https://idsd.network/ 

⁵⁹Digital Self-Determination Network (2023). Homepage. https://digitale-selbstbestimmung.swiss/home/en/ 

⁶⁰Swiss Federal Council of the government (2023). Homepage. https://www.admin.ch/gov/en/start/federal-council/members-of-the-
federal-council.html 
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big players are increasingly holding more data than they use mostly for their own purposes;
there are different barriers to data use among private and public service providers (e.g. lack
of know-how, insufficient resources, and fears of competitive disadvantage); and
a growing share of the population is wary of the use of data, whether for fear of misuse and
loss of privacy, lack of decision-making possibilities, or lack of incentives to make the data
available for common use.

Such measures are supported by the report "Creating trustworthy data spaces based on digital
self-determination"⁶¹ by the Office of Communications (OFCOM) Federal Department of
Environment, Transport, Energy and Communications (DETEC) and the Directorate of
International Law (DIL) Federal Department of Foreign Affairs (FDFA) – Federal Department of
Foreign Affairs. 

The report suggests that the potential of data use is not fully exploited in Switzerland today,
and identifies the creation of trusted data spaces – also suggested by the European
Commission within the European Data Strategy⁶² – as a promising approach. 

The report highlighted barriers to exploiting the full potential of data, noting that:

Based on the report, the Federal Council mandated the FDFA and DETEC to develop a voluntary
code of conduct for the operation of trustworthy data spaces and to develop approaches to
strengthen interoperability between data spaces.

The vision of digital self-determination that Switzerland is following makes it
possible to improve access to data while strengthening control over one's
own data. By building confidence, data subjects are more likely to share their
data with others. This trust can be built through making available
trustworthy data spaces based on fundamental principles like transparency,
control, fairness, accountability and efficiency.
Roger Dubach, Ambassador at the Swiss Federal Department of Foreign
Affairs and Switzerland’s representative before the Council of Europe
on AI (Switzerland).
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By raising privacy protection standards to international operators, those outside of the EU could
potentially be restricted from accessing the data. This could trigger international reactions and EU
actors being denied access to data from other places, as well as operators leaving European space.

For instance, Europe is currently struggling to establish its relationship with the US on a
transatlantic basis. 

Regarding non-personal data, in its vision for the Data Strategy, the EU Commission has called for
the free and safe flow of data with countries subject to exceptions and restrictions for public
security, public order and other legitimate public policy objectives of the EU, in line with
international obligations, including on fundamental rights.
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Europe has adopted a rights-based approach mainly focusing on privacy protection in regard to
personal data. Although this has contributed to asserting citizens’ rights and addressing their
concerns over their data, the European approach may pose a wider extraterritorial impact. The
normative instruments that are being issued to protect personal and non-personal data
have raised the standards when it comes to privacy protection and the sharing and use of
data across borders.

   The region’s prescriptive approach might have wider effects for Europe and beyond

⁶¹OneTrust Data Guidance. (2022). Switzerland: Federal Council adopts measures to promote trustworthy data spaces and digital self-
determination. https://www.dataguidance.com/news/switzerland-federal-council-adopts-measures-promote 

⁶²European Commission (2020). Data sharing in the EU – common European data spaces (new rules). European Commission Published
Initiatives. https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12491-Data-sharing-in-the-EU-common-European-
data-spaces-new-rules-_en

https://www.dataguidance.com/news/switzerland-federal-council-adopts-measures-promote
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12491-Data-sharing-in-the-EU-common-European-data-spaces-new-rules-_en
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GDPR has become important beyond the EU. Some countries see it as a
blessing, others as a problem. This, increasingly, has an impact on global
standards.

Torbjörn Fredriksson, Head E-commerce and Digital Economy Branch at
the United Nations Conference on Trade and Development (UNCTAD)
(Switzerland). 

EU regulation is unique in the sense that it puts the citizen at the heart of the
regulation (...) [which seeks] to see what the individual and the citizens rights
are, and to try to protect those rights.

Gautam Kamath, Senior Advisor, International Affairs at Centre on
Regulation in Europe (CERRE) (previously an advisor to the private
sector).

I see some protectionist forms of dealing with data that prevent collective
and transnational uses of data (...) Both complete inaction and over-
regulation are not suitable.

Roger Dubach, Ambassador at the Swiss Federal Department of Foreign
Affairs and Switzerland’s representative before the Council of Europe
on AI (Switzerland).

We have seen Europe go from GDPR and a real focus on privacy and
protection of individuals to a bigger emphasis on a way in which data might
be used and the impacts of those uses of data in, for example, AI
development.

Jeni Tennison, Executive Director of Connected by Data (United
Kingdom).
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THE EUROPEAN ECONOMY AND THE DATA STRATEGY

Europe is now placing greater importance on enabling economic competitiveness, by
facilitating intra-block interoperability, new institutions and data flows

setting clear and fair rules on access and re-use of data
investing in next generation tools and infrastructures to store and process data
joining forces in European cloud capacity
pooling European data in key sectors, with common and interoperable data spaces⁶⁷
giving users rights, tools and skills to stay in full control of their data

Unlocking the value of data in a way that is of benefit to the region and its citizens – often in
detriment to parties outside that economic block – is clearly of importance to policymakers in
Europe. It is also behind motivations for the renewal of data policy and new legal frameworks.
From an economic angle, the European Union Data Strategy⁶³ seeks to make the European
economy competitive in the international market. Beyond the Data Strategy, all the subsequent
acts and frameworks that have been released, such as the DGA and the DA, materialize this
objective.

The EU Data Strategy was published in 2020 after years of multistakeholder consultation with the
promise of creating a single European data space to make the EU a leader in a data-driven society.
Its goal is to create a single market for data to allow it to flow freely within the EU and across
sectors for the benefit of businesses, researchers and public administrations, ensuring security as
well as enabling access to high-quality industrial data, boosting growth and creating value while
minimizing environmental impacts.⁶⁴

As a way to drive up European competitiveness⁶⁵ and achieve its digital transformation targets,⁶⁶
the EU Data Strategy stated aim is to support the EU’s ambition to become an attractive, secure
and dynamic data economy by:

⁶³European Commission (2020). European Union Data Strategy. Strategy and Policies, Priorities, A Europe fit for the digital age.
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en 

⁶⁴European Commission (2020). Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions: A European strategy for data. European Commission. https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52020DC0066&from=EN 

⁶⁵Ibid.

⁶⁶The 2022 findings of the EU Digital Economy Report show that while most of the EU Member States are making progress in their
digital transformation, the adoption of key digital technologies by businesses, such as AI and Big Data remains low. Efforts need to be
stepped up to ensure the full deployment of connectivity infrastructure (notably 5G) that is required for highly innovative services and
applications. Digital skills is another important area where Member States need to make bigger progress. European Commission
(2022). Digital Economy and Society Index 2022: overall progress but digital skills, SMEs and 5G lag behind. Press Corner.
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_4560 

⁶⁷European Commission (2023). Staff working document on data spaces. Policy and Legislation, Shaping Europe’s digital future.
https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces 
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The DGA introduces a new category of actors — “data intermediation services” — enabling
companies and individuals to engage in data sharing in a secure environment. This could be a key
area to watch for companies and professionals developing activities in data governance.

Data intermediary services aim to facilitate data sharing between data subjects and data holders,
on the one hand, and data users on the other hand, via trusted and independent intermediaries.
To ensure that the shared data is not used by entities providing the intermediary services
themselves, the measure introduces structural separation requirements, which obliges such
intermediaries to formally dissociate data intermediation from any other commercial activity.

The DGA and DA seek to address the challenge of enabling interoperability and freer data flows for
data spaces. Europe needs to create frameworks and infrastructures for data spaces to be
connected and compatible to enable cross-border and cross-sectoral data flows. Several
interviewees highlighted the need for proactive efforts to address unjustifiable barriers to digital
trade. Trade agreements have thus become instruments to tackle digital protection measures.

In its effort to enable economic competitiveness, Europe has also favored data localization
requirements and other means to ensure that the economic value of data remains within
Europe. By putting forward the DGA and the DA, the European Commission seeks to define who
could access data and under which conditions. Europe wants to store the data based on an
assumption that storing the data is not only in line with the privacy protections, but it is a way to
nurture the economy and enhance its value. The European Commission is thus looking for ways to
assert its economic influence to exercise more control over industrial data.⁶⁸

Data governance experts across sectors from around the world are following the developments of
this initiative closely, as well as the coming and recently released normative frameworks such as
the DGA and the DA.

⁶⁸Vogelezang, F. (2022). The rise of European Data. A Kantian Imperative for Global Data Governance. Datasphere Initiative.
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We’re talking about the European way of handling data, where we want to
allow data to flow internationally and keep our markets as open as possible,
while remaining vigilant and serving the rights of businesses and citizens.

Antonio Biason, Legal and Policy Officer at the Data Policy and
Innovation Unit of the Directorate-General for Communications
Networks, Content and Technology – DG CNECT (Luxembourg).
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⁶⁹United Kingdom’s Department for Science, Innovation and Technology and Department for Digital, Culture, Media & Sport (2020).
National Data Strategy. Policy paper. https://www.gov.uk/government/publications/uk-national-data-strategy 

⁷⁰UK Department for Digital, Culture, Media & Sport. (2021). UK National Data Strategy (NDS) consultation. Consultation outcome.
https://www.gov.uk/government/consultations/uk-national-data-strategy-nds-consultation

⁷¹Open Data Institute’s document with elements of the UK NDS: https://docs.google.com/spreadsheets/d/1sQ8fGSJjedygYSjO-
2aGTk8rXujl0lRnSaLPnWLVMsQ/edit#gid=1783820664 

⁷²Open Data Institute (2020). Getting data right: perspectives on the UK National Data Strategy 2020. Ada Lovelace Institute, Centre for
Public Data, the Institute for Government, Open Data Institute, and Royal Statistical Society. https://theodi.org/article/getting-data-
right-perspectives-on-the-uk-national-data-strategy-2020/ 
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Mission 1: Unlocking the value of data across the economy
Mission 2: Securing a pro-growth and trusted data regime
Mission 3: Transforming government’s use of data to drive efficiency and improve public
services
Mission 4: Ensuring the security and resilience of the infrastructure on which data relies
Mission 5: Championing the international flow of data

Trends and Insights from the UK: enabling data flows

The United Kingdom (UK) is one interesting country that has put forward a flexible and agile
strategy to enable data flows and foster the data economy while ensuring the protection of
rights. 

In September 2020, the Government of the UK published the draft framework National Data
Strategy (NDS)⁶⁹ for public consultation, updating it in May 2021 in response to the views and
evidence received.⁷⁰ It outlined the government’s framework strategy to drive the UK in building
a world-leading data economy while ensuring public trust in data use. Responses to the
consultation, which was open to organizations and individuals across the UK, will help expand
the strategy’s evidence base, as well as its overall development.

The Open Data Institute (ODI) created a spreadsheet⁷¹ to map the different elements of the UK
National Data Strategy (NDS), to better see how they joined up and what they covered, to help
organizations plan their responses to the consultation. ODI with partners, also hosted a series
of events – Getting data right: perspectives on the UK National Data Strategy 2020⁷² – to collect
national voices on the potential best ways to further implement the UK's strategy. 

The NDS aims to ‘leverage existing UK strengths to boost the better use of data across
businesses, government, civil society and individuals’. The strategy is structured around four
core pillars of interconnected issues currently preventing the best use of data in the UK: data
‘foundations’, such as quality; data skills; data availability; and responsible use of data. It also
has five missions, or priority areas for action:

https://www.gov.uk/government/publications/uk-national-data-strategy
https://www.gov.uk/government/consultations/uk-national-data-strategy-nds-consultation
https://docs.google.com/spreadsheets/d/1sQ8fGSJjedygYSjO-2aGTk8rXujl0lRnSaLPnWLVMsQ/edit#gid=1783820664
https://theodi.org/article/getting-data-right-perspectives-on-the-uk-national-data-strategy-2020/
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⁷⁸European Commission (2022). The Digital Economy and Society Index – Countries’ performance in digitisation. Policies, Shaping Europe’s
digital future. https://digital-strategy.ec.europa.eu/en/policies/countries-digitisation-performance

⁷⁹Ibid.

⁸⁰Paraskevopoulos, D. (2021). Estonia – a European and global leader in the digitalisation of public services. e-Estonia. https://e-
estonia.com/estonia-a-european-and-global-leader-in-the-digitalisation-of-public-
services/#:~:text=Estonia%27s%20new%20digital%20strategy%20for,services%2C%20Connectivity%2C%20and%20cybersecurity. 

In addition to the National strategy, and as part of its post-Brexit data reform,⁷³ the UK has also
published two important new normatives that impact data governance late in July 2022: The
Data Protection and Digital Information Bill⁷⁴ and the AII Action Plan⁷⁵ part of the 2021 National
AI Strategy and Roadmap.⁷⁶ Both documents point to a, in the UK’s words ‘less centralized
approach than the EU’, as further discussed in the new AI paper⁷⁷ published by the government
in support of the plan and that outlines the UK’s approach to regulating AI and data. The Data
Protection proposal is a 192-page bill, which is structured in six parts: data protection; digital
verification services; customer data and business data; other provisions about digital
information; regulation and oversight; and final provisions. As such, while maintaining data
protection, the UK has also strived for data to flow freely and for the UK’s economy to raise its
competitiveness by leveraging data.

The importance of allowing data to flow freely across different sectors and member states in
accordance with EU rules and values,
The crucial role of data available to drive innovation, 
The need to have rules that are clear and fair with regards to access and use of data, and 
The necessity of an open but assertive approach to international data flows in accordance with
EU values

Data flows are fundamental for innovation and hence for digital transformation. EU priorities
regarding innovation can be broken down into four main categories: 

In the EU, the Estonia case can provide interesting insights when it comes to fostering digital
transformation and innovation. It has prioritized digital transformation and innovation by
implementing data protection frameworks, but also encouraging data sharing and data
management guidelines to ensure the quality, openness and safety of data. In the past decade, its
data economy has grown significantly and in 2022 it scored ninth⁷⁸ in the Digital Economy and
Society Index (DESI),⁷⁹ scoring higher than the EU average. Its digital agenda has focused on
promoting online governance innovation, cybersecurity, and information society.⁸⁰

Estonia’s personal data protection framework draws from the GDPR, and was specifically
materialized through two acts: the Personal Data Protection Act (PDPA) and the Personal Data
Protection Implementation Act (Implementation Act).⁸¹ These acts help to implement the GDPR to
Estonian law, and have created a stronger framework for data protection in the country.

Leveraging data flows within and beyond the EU is crucial for digital transformation and
innovation in the region
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Other relevant frameworks include the Public Information Act⁸² and the Official Statistics Act,⁸³
thanks to which Statistics Estonia⁸⁴ has been tasked with the duty to coordinate data governance.
Instead of focusing on aspects of the digital agenda – such as public sector duties, cybersecurity, or
protection of personal data –, they concentrate on data management requirements, concretely: 1)
having an up-to-date and content overview of databases and datasets; 2) standardizing data
descriptions to ensure data clarity, findability and accessibility; and 3) monitoring data quality and
guarantee that it is accurate and complete.⁸⁵

In 2022, Estonia signed digital cooperation agreements with Ukraine⁸⁶ and Japan⁸⁷ to strengthen
collaboration in developing a digital society. In fact, governments across Europe and the world
have been learning from Estonia’s good practices in terms of digital public services, connectivity
and data management. The country’s new initiatives include the creation of a centre of excellence
for data management,⁸⁸ in charge of ensuring the quality of data collected by Estonian authorities,
increasing its use for decision making, and making data available as open data to enable
stakeholders’ reuse.

Data in Estonia is increasingly being made available through platforms and public-accessible
services. From 2019 to 2021, Estonia increased its open data score by 24 percentage points.⁸⁹ In
2021, its Open Data Portal hosted around 800 datasets and more than 100 publishers (covering
topics from agriculture and health to education, energy and transport).⁹⁰ The country also
improved the cross-border availability of information,⁹¹ which sets the path for new technological
and data governance developments.

⁸¹Parliament of Estonia (2018). Personal Data Protection Act. Passed 12.12.2018.
https://www.riigiteataja.ee/en/eli/523012019001/consolide#:~:text=
(1)%20If%20a%20personal%20data,hours%20after%20becoming%20aware%20thereof)

⁸²Parliament of Estonia (2000). Public Information Act. Passed 15.11.2000. https://www.riigiteataja.ee/akt/122032011010# 

⁸³Parliament of Estonia (2010). National Statistics Act. Passed 10.06.2010. https://www.riigiteataja.ee/akt/RStS 

⁸⁴Statistics Estonia (2023). Homepage. https://www.stat.ee/en 

⁸⁵Statistics Estonia (2023). Data governance. https://www.stat.ee/en/statistics-estonia/data-governance 

⁸⁶Pihlak, P. (2022). Estonia and Ukraine to strengthen cooperation in developing digital society. Estonian Ministry of Economic Affairs and
Communications. https://mkm.ee/en/news/estonia-and-ukraine-strengthen-cooperation-developing-digital-society 

⁸⁷Pihlak, P. (2022). Estonia and Japan signed digital cooperation agreement. Estonian Ministry of Economic Affairs and Communications.
https://mkm.ee/en/news/estonia-and-japan-signed-digital-cooperation-agreement 

⁸⁸Paraskevopoulos, D. (2021). Estonia – a European and global leader in the digitalisation of public services. e-Estonia. https://e-
estonia.com/estonia-a-european-and-global-leader-in-the-digitalisation-of-public-
services/#:~:text=Estonia%27s%20new%20digital%20strategy%20for,services%2C%20Connectivity%2C%20and%20cybersecurity.

⁸⁹Ibid.

⁹⁰Estonia Open Data Portal. (2023). Homepage. https://avaandmed.eesti.ee/
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It can be argued that, in general, one of the main emerging barriers for innovation in the private
sector is, to an extent, the propensity of certain societies of being more risk averse and often
suspicious of the private sector.⁹² In this sense, it is observed that the narrative in Europe is
considerably focused on privacy, data protection and confidentiality, and less so on data
sharing, opportunities for innovation or the potential to provide new services for society.

One of the questions raised by interviewees about the new European legislation – the DA and DGA
in particular – is how do these regulations break down at a business level. Despite that the DA and
DGA seek to apply to all sectors, the acts have still not been broken down at the operational level to
ensure that certain sectors or industries are not diminished, but are rather bolstered by the new
legislation. This thus points to the need for a cooperative environment in which regulations can be
tested with all stakeholders in mind. 
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How to harness the data for value creation (social or private value)? How to
leverage the data for corporate competitiveness in the global context? How
do you secure the fair sharing of the value that is being created from the
evolving digital economy?

Torbjörn Fredriksson, Head E-commerce and Digital Economy Branch at
the United Nations Conference on Trade and Development (UNCTAD)
(Switzerland). 

Data policies might only work with the right incentives and the right private sector culture
change

⁹¹Paraskevopoulos, D. (2021). Estonia – a European and global leader in the digitalisation of public services. e-Estonia. https://e-
estonia.com/estonia-a-european-and-global-leader-in-the-digitalisation-of-public-
services/#:~:text=Estonia%27s%20new%20digital%20strategy%20for,services%2C%20Connectivity%2C%20and%20cybersecurity.

⁹²Laïdi, Z. (2010). Is Europe a Risk Averse Actor? European Foreign Affairs Review, 15, pp.411-426. ⟨hal-01023806⟩. https://hal-
sciencespo.archives-ouvertes.fr/hal-01023806
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There's a need to train and educate with regards to data. There's a need to
bring the conversation away from considerations that only pertain to GDPR.
That's something that we see a lot, like data protection, data confidentiality.
What about data opportunities, data sharing, new services? And I think in
Europe there's this risk aversion culture where we're looking at it through
that lens, and that's probably driving the conversation.

Ella Etienne-Denoy, Chairwoman and CEO at Green Soluce (France).

https://e-estonia.com/estonia-a-european-and-global-leader-in-the-digitalisation-of-public-services/#:~:text=Estonia%27s%20new%20digital%20strategy%20for,services%2C%20Connectivity%2C%20and%20cybersecurity
https://hal-sciencespo.archives-ouvertes.fr/hal-01023806


RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

- 30 -

Another emerging barrier for the private sector in terms of data sharing is the culture of data
secrecy. In many industries, data secrecy is perceived as a competitive advantage, which
discourages openness and sharing of information. Companies tend to close any possibility of
sharing data precisely because there is a belief that this will harm their business model. The
secrecy culture requires new incentives to be put in place to encourage cooperation within the EU
and with countries outside of it within sectors to ultimately foster innovation.

And while the discussion around Data Spaces in the EU might foster infrastructure investments
that could potentially support cooperation, clear incentives for the private sector – or an effort for
cultural change based on e.g., open business models⁹³ – do not seem to be in place.

I think one interesting aspect about data
governance is that the rules governing data in
the EU are within a single market, but the
question is what kind of mechanisms and
incentives are they creating for the industry as
well as for all the different stakeholders
involved to contribute, participate and
monetize innovation.

Gautam Kamath
Senior Advisor,
International Affairs at
Centre on Regulation in
Europe (CERRE).

If your industry has a data secrecy culture, it
also means that sharing data might be
perceived as potentially losing competitive
edge. So how can you guarantee data
confidentiality where it makes sense and data
sharing rules of the game that are a win-win
for all the players around the table? I don't
think this is being taken into account industry
to industry.

Ella Etienne-Denoy,
Chairwoman and CEO at
Green Soluce (France).

⁹³Chesbrough, H. (2006). Open Business Models: How To Thrive In The New Innovation Landscape. Journal of Product Innovation
Management. 17. Harvard Business School Press.
https://www.researchgate.net/publication/200465363_Open_Business_Models_How_To_Thrive_In_The_New_Innovation_Landscape

https://www.researchgate.net/publication/200465363_Open_Business_Models_How_To_Thrive_In_The_New_Innovation_Landscape
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⁹³Chesbrough, H. (2006). Open Business Models: How To Thrive In The New Innovation Landscape. Journal of Product Innovation
Management. 17. Harvard Business School Press.
https://www.researchgate.net/publication/200465363_Open_Business_Models_How_To_Thrive_In_The_New_Innovation_Landscape

⁹⁴Solano, J. L., Martin, A., de Souza, S. & Taylor, L. (2022) Governing data and artificial intelligence for all: Models for sustainable and just
data governance. Study. Panel for the Future of Science and Technology. EPRS - European Parliamentary Research Service. Scientific
Foresight Unit (STOA) (PE 729.533 - July 2022). https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2022)729533.

⁹⁵Vogelezang, F. (2022). The rise of European Data. A Kantian Imperative for Global Data Governance. Datasphere Initiative.

⁹⁶Vogelezang, F. (2022). The EU Data Governance Act: a tale of two cities for the Datasphere. Datasphere Initiative. 

⁹⁷Kabelka, L. (2022). EU seeks to ‘seize the opportunity’ of data economy. EURACTIV. https://www.euractiv.com/section/digital/news/eu-
seeks-to-seize-the-opportunity-of-data-economy/?utm_campaign=digital-public-policy-24-
october&utm_medium=email&utm_source=acumbamail 

⁹⁸Bertuzzi, L. (2022) Data Act: Leading MEP pushes for SME exemption from data-sharing obligations. EURACTIV.
https://www.euractiv.com/section/digital/news/data-act-leading-mep-pushes-for-sme-exemption-from-data-sharing-obligations/
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The European approach to data flow might create challenges to effectively unlock the
socio-economic value of personal and non-personal data across sectors

In its quest to promote economic growth and make the European economy competitive in the
international market, the EU approach to data governance could create a series of challenges. The
DGA and the DA could be transcending individual approaches to data regulation by rather
perceiving data as a “strategic national asset”⁹⁴ that could help the region to consolidate its
economic and political power through “increased control, ownership, and application irrespective
of the nature of data, except for its geographical origin.”⁹⁵ By restricting who can use data being
produced in Europe and under which conditions, policies curtailing data flow could therefore
potentially restrict access to data to external actors and operators.

The DGA introduces provisions that encourage EU internal data sharing to increase the value
derived from society-wide access to data between Member States.⁹⁶

On the other hand, the new rules proposed by the DGA pose significant challenges by increasing
the bureaucratic and legal steps to allow for cross-border data sharing of non-personal data with
the rest of the world. This could therefore potentially reduce non-EU member countries’ access to
knowledge and information collected, created and held in Europe. It could also add burden to small
and medium enterprises “by imposing further design obligations in relation to the products they
design or manufacture, or the related services they might provide”.⁹⁷ This has led to debates on the
number of companies, especially SMEs, that could potentially be exempt from data-sharing
obligations.⁹⁸

https://www.researchgate.net/publication/200465363_Open_Business_Models_How_To_Thrive_In_The_New_Innovation_Landscape
https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2022)729533
https://www.euractiv.com/section/digital/news/eu-seeks-to-seize-the-opportunity-of-data-economy/?utm_campaign=digital-public-policy-24-october&utm_medium=email&utm_source=acumbamail
https://www.euractiv.com/section/digital/news/data-act-leading-mep-pushes-for-sme-exemption-from-data-sharing-obligations/
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⁹⁹European Commission (2022). Proposal for a regulation of the European Parliament and of the Council on harmonised rules on fair access
to and use of data (Data Act). https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN 

¹⁰⁰A comprehensive analysis of the Data Act was developed in a three-part series by University of Passau’s faculty and students:
Hennemann, Moritz and Ebner, Gordian and Karsten, Benedikt, The Data Act Proposal – Literature Review and Critical Analysis - Part I
(Art. 1-13, 35) (February 16, 2023). Hennemann, M. / Ebner, G. / Karsten, B. (2023). Part I (Art. 1-13, 35), in: Hennemann, M. / Karsten, B.
/ Wienroeder, M. / Lienemann, G. / Ebner, G. (Eds.). The Data Act Proposal – Literature Review and Critical Analysis. University of
Passau Institute for Law of the Digital Society Research Paper S, Available at SSRN: https://ssrn.com/abstract=4360961; Wienroeder,
Marie, The Data Act Proposal – Literature Review and Critical Analysis - Part II (Art. 14-22) (January 2023). Wienroeder, M. (2022). Part II
(Art. 14-22), in: Hennemann, M. / Karsten, B. / Wienroeder, M. / Lienemann, G. / Ebner, G. (Eds.). The Data Act Proposal – Literature
Review and Critical Analysis. University of Passau Institute for Law of the Digital Society Research Paper Series No. 23-02., Available at
SSRN: https://ssrn.com/abstract=4340312; Lienemann, Gregor and Wienroeder, Marie, The Data Act Proposal – Literature Review and
Critical Analysis - Part III (Art. 23-34, 36-42) (January 1, 2023). Lienemann, G. / Wienroeder, M. (2023). Part III (Art. 23-34, 36-42), in:
Hennemann, M. / Karsten, B. / Wienroeder, M. / Lienemann, G. / Ebner, G. (Eds.). The Data Act Proposal – Literature Review and Critical
Analysis. University of Passau Institute for Law of the Digital Society Research Paper Seri, Available at SSRN:
https://ssrn.com/abstract=4340306

¹⁰¹Vogelezang, F. & Tarkowski, A. (2022). Data Act: Business to Government Data Sharing. Open Future Publications.
https://openfuture.eu/publication/data-act-business-to-government-data-sharing/ 

¹⁰²Rossini, C. & Vogelezang, F. (2022) Are You Prepared for the New Data Governance Challenges and Opportunities in the EU? CDO
Magazine. https://www.cdomagazine.tech/cdo_magazine/topics/opinion/are-you-prepared-for-the-new-data-governance-challenges-
and-opportunities-in-the-eu/article_b5743ce8-cb06-11ec-a74a-576b7bac3312.html 

¹⁰³European Commission (2023). Guidance on private sector data sharing. Policies, Shaping Europe’s digital future. https://digital-
strategy.ec.europa.eu/en/policies/private-sector-data-sharing 

¹⁰⁴European Commission (2020). Experts say privately held data available in the European Union should be used better and more. EC’s
News Article, Shaping Europe’s digital future. https://digital-strategy.ec.europa.eu/en/news/experts-say-privately-held-data-available-
european-union-should-be-used-better-and-more

¹⁰⁵Details at: Modrall, J. (2022). The EU’s Data Act: Capstone of the EU Data Strategy. Norton Rose Fulbright.
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-
strategy#section3; Renda, A. (2022). The Data Act: six impossible things before breakfast? CEPS. https://www.ceps.eu/the-data-act-six-
impossible-things-before-breakfast/

- 32 -

The proposed DA⁹⁹ brings a proposal for harmonized rules on fair access to and use of data.¹⁰⁰ Its
core elements are: (1) It sets new rules allowing businesses and consumers to access data
generated by connected devices; (2) Introduces a framework for business-to-government (B2G)
data sharing, but limited to public emergencies and narrowly defined situations of exceptional
need; (3) Introduces interoperability as a key measure of the European data governance
framework.¹⁰¹ There are five main changes¹⁰² introduced by the new Regulation, with regards to:
Business-to-Consumers, Business-to-Business,¹⁰³ Business-to-Government,¹⁰⁴ Interoperability of
data spaces and of cloud computing providers, and Cross-border Transfers.¹⁰⁵

The DA also envisages the development of a variety of European industry standards to permit
interoperability and switching among data processing services and portability of data. The DA will
likely prove a leading test of the EU’s recently announced, proactive approach to standards.

At a practical level, the proposed rules for international data transfers have important implications
for cloud computing service providers as these regulations are strongly restricting foreign
governments’ access to non-personal data stored in Europe, unless these are based on
international agreements, such as mutual legal assistance treaties. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN
https://ssrn.com/abstract=4360961
https://ssrn.com/abstract=4340312
https://ssrn.com/abstract=4340306
https://openfuture.eu/publication/data-act-business-to-government-data-sharing/
https://digital-strategy.ec.europa.eu/en/policies/private-sector-data-sharing
https://digital-strategy.ec.europa.eu/en/news/experts-say-privately-held-data-available-european-union-should-be-used-better-and-more
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-strategy#section3
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-strategy#section3
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-strategy#section3
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-strategy#section3
https://www.nortonrosefulbright.com/en/knowledge/publications/62517353/the-eus-data-act-capstone-of-the-eu-data-strategy#section3
https://openfuture.eu/publication/data-act-access-to-data/
https://openfuture.eu/publication/data-act-business-to-government-data-sharing/
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This seems to be a direct response to the previous controversies sparked by the CLOUD Act,¹⁰⁶
which foresaw executive agreements between the US government and third countries’ law
enforcement agencies to grant reciprocal access to data held by cloud providers in each other’s
territories.

While ambitious, the DGA and the DA initiatives are yet to provide a clear path for implementation
and raise questions on the facilitation of cross-border data flows between the EU and the rest of
the world. Organizations grappling with this legislation will need to dig deep to understand the full
complexity of these packages and how they are interrelated, once they are both approved and
adopted.

While facilitating data sharing within the EU, the DGA will potentially increase transaction
costs for organizations outside the EU, and not only for personal data. The Commission may
also have to confirm, through a combination of implementing and delegated acts, the adequacy of
non-EU countries’ legal regimes vis-à-vis the EU in providing appropriate safeguards to non-
personal data.

¹⁰⁶United States Congress (2018). Clarifying Lawful Overseas Use of Data Act or the CLOUD Act. HR. 4943.
https://www.congress.gov/bill/115th-congress/house-bill/4943 

https://www.congress.gov/bill/115th-congress/house-bill/4943
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¹⁰⁷The We Need To Talk About Data report dives deeper into this tension, which has not changed since its publication. De La Chapelle,
B. & Porciuncula, L. (2021). We Need to Talk About Data: Framing the Debate Around Free Flow of Data and Data Sovereignty. Internet and
Jurisdiction Policy Network. https://www.thedatasphere.org/datasphere-publish/we-need-to-talk-about-data/ 

¹⁰⁸López González, J., Casalini, F. & Porras, J. (2022). A Preliminary Mapping of Data Localisation Measures. OECD Trade Policy Papers,
No. 262, OECD Publishing, Paris, https://doi.org/10.1787/c5ca3fed-en.

¹⁰⁹Markus Overdeik, Project Manager of Europe's Future Program at Ethics of Algorithms.

¹¹⁰Andrin Eichin, Senior Policy Advisor, International Relations, at the Swiss OFCOM.
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EUROPE AND THE GLOBAL DATASPHERE

Geopolitical tensions materialize in different approaches to data governance

As amounts of data increase and as data is perceived as an economic advantage not only for
companies, but for entire economic blocks, regions find themselves stuck in the duality between
free flows of data vs. data sovereignty. Some have advocated for a more rights-based approach,
while others have positioned themselves in the free market narrative.¹⁰⁷ Europe has strongly led
efforts towards privacy protection. The United States has leaned towards a more market-driven
approach, promoting data flows. China and Russia have adopted a more State-led intervention
with local storage, transmission and processing of data. These geopolitical tensions have pushed
countries to adopt different approaches to data governance (legal, institutional, sectoral, linguistic,
etc.) and thus it is profoundly fragmented.¹⁰⁸

Power structures are at the center of this conversation.¹⁰⁹ Power imbalances, different political
priorities and values, as well as geopolitical tensions are at the heart of the ongoing European data
governance discussions. Each country and region has its own perspective around free data flows
and rights-protection, and that impacts international cooperation. Data governance legislation is
thus developing around three main pillars: 1) digital economy, 2) privacy, and 3) security.¹¹⁰ Finding
a standpoint between these three determines how each nation is developing legislation.

The challenge for Europe is to dialogue with other international players and find
convergences between each country’s/region’s values and priorities. While ensuring the
protection of individual and collective rights, Europe cannot afford to cut itself out of the global
economy or fail to support other nations in the fight against global challenges (from the economic
crisis, to climate change impacts, to pandemics and even migration). Perhaps pushing for the
application of the lens of the commons or global public goods could help Europe to find a middle
path. 

https://www.thedatasphere.org/datasphere-publish/we-need-to-talk-about-data/
https://doi.org/10.1787/c5ca3fed-en
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There are geopolitical tensions, especially with China and the United States.
We need to create an inclusive framework and discussion that includes
everybody.

Andrin Eichin, Senior Policy Advisor, International Relations, at the
Swiss Federal Office of Communication (OFCOM) (Switzerland).

[We should] imagine a world of “commons” where there is not a dominant
player and take the necessary steps to get there. Let’s never discuss data or
the concept of the common of data or technologies without always thinking
about these technological elements in the context of the economic power
concentration in which we live today.

Paul Nemitz, Principal Adviser on Justice Policy for the European
Commission (Belgium).

Innovative frameworks to govern data: regulatory, self-regulatory and technical tools

New business models are emerging due to the amount and quality of available data, and the
number of companies headquartered in countries outside of Europe but operating in the region is
also increasing.¹¹¹ Novel governance tools are thus required to mitigate risks and concerns, while
promoting innovation and the development of technologies.

Examples include AI applications, data intermediaries, Privacy Enhancing Technologies (PETs)¹¹²
such as homomorphic encryption, trusted execution environments, multiparty computation,
differential privacy method, as well as browser-based solutions for consent management.
Sandboxes could be used to test these innovations,¹¹³ and are in fact in the process of being
deployed in the region.

¹¹¹panovia (2023). US companies in Europe: Expansion Strategy. Cabinet de Conseil en Développement International.
https://www.ipanovia.com/us-companies-in-europe-expansion-strategy/

¹¹²US National Science Foundation (2022). Winners Announced in First Phase of U.S.-UK Privacy-Enhancing Technologies Prize Challenges.
Updates, Directorate for Technology, Innovation and Partnerships (TIP). https://new.nsf.gov/tip/updates/winners-announced-first-
phase-us-uk-privacy; US National Science Foundation (2023). At Summit for Democracy, the United States and the United Kingdom
Announce Winners of Challenge to Drive Innovation in Privacy-enhancing Technologies That Reinforce Democratic Values. At Summit for
Democracy, the United States and the United Kingdom Announce Winners of Challenge to Drive Innovation in Privacy-enhancing
Technologies That Reinforce Democratic Values. https://new.nsf.gov/news/us-uk-winners-prize-challenge-in-privacy-enhancing-tech

¹¹³Datasphere Initiative (2022). Sandboxes for data: creating spaces for agile solutions across borders. 
https://www.thedatasphere.org/datasphere-publish/sandboxes-for-data/

https://www.ipanovia.com/us-companies-in-europe-expansion-strategy/
https://new.nsf.gov/tip/updates/winners-announced-first-phase-us-uk-privacy
https://new.nsf.gov/news/us-uk-winners-prize-challenge-in-privacy-enhancing-tech
https://www.thedatasphere.org/datasphere-publish/sandboxes-for-data/
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¹¹⁴The EU Artificial Intelligence Act (2023). Homepage. https://www.artificial-intelligence-act.com

¹¹⁵Madiega, T. & Van De Pol, A.L. (2022). Artificial Intelligence Act and regulatory sandboxes. European Parliamentary Research Service. PE
733.544. https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733544/EPRS_BRI(2022)733544_EN.pdf 

¹¹⁶European Commission. European Blockchain (2023). Homepage. https://ec.europa.eu/digital-building-
blocks/wikis/display/EBSI/Sandbox+Project

¹¹⁷Mundell, I. (2023). The Ecosystem: Europe’s blockchain regulatory sandbox is open for business. Science-Business.
https://sciencebusiness.net/news/ICT/ecosystem-europes-blockchain-regulatory-sandbox-open-business 
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The EU Artificial Intelligence Act¹¹⁴ envisages setting up AI ‘regulatory sandboxes’ to foster
innovation in AI across Europe.¹¹⁵ Similarly, the European blockchain regulatory sandbox for
Distributed Ledger Technologies¹¹⁶ was launched in February 2023, and seeks to support start-ups
in their testing of new products and services.¹¹⁷ 

All stakeholders consulted stressed the importance of creativity to promote multidisciplinary and
systemic approaches to governance issues. Overall, Europe – as other regions of the world –
faces the challenge to strengthen the regional and national governance mechanisms to
ensure trust, while allowing for experimentation and cross- and multi-sector data sharing
and use by both public and private players.

For instance, there is a need for legal certainty and clarity on the deployment of some innovations
that support rights respecting data flow, such as PETs that create trust, and support and support to
ensure compliance.

Start to think about regulatory frameworks for data governance in a non-
regulatory way. By codes of conduct to be developed with the industries
themselves. Different from the Acts of the EU (much more regulatory
approach).

Andrin Eichin, Senior Policy Advisor, International Relations, at the
Swiss Federal Office of Communication (OFCOM) (Switzerland).

However, stakeholders are still working in silos, and bridging them is one of the biggest challenges.
Transversal and horizontal integration of the silos – which can be sectorial, geographical, regional –
is most needed nowadays. Regulators need to be able to talk to each other, learn the technology,
and from different experiences, and share information between them. Stakeholders consulted
agreed that only by bridging the silos and addressing this structural fragmentation will Europe
design frameworks that are inclusive and operationally relevant to all.

https://www.artificial-intelligence-act.com/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/733544/EPRS_BRI(2022)733544_EN.pdf
https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Sandbox+Project
https://sciencebusiness.net/news/ICT/ecosystem-europes-blockchain-regulatory-sandbox-open-business
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Some regulation is needed, but if this regulation comes from the government,
it is not efficient. Self-regulation is the best way. Companies have good
policies, which can attract SMEs and individuals (...). Self-regulation can
protect SMEs, especially if big tech companies make mistakes (...). Big tech
companies could also anonymize information and share it with people and
SMEs voluntarily.

Oğuzkan Güzel, Founder Güzel Law Office and previous Representative
of ICC Turkey (ICC Commission on Digital Economy).

We value legal certainty more than anything else, and so does every
company. It's really important given that you're digitizing, there's more and
more data being produced. More and more critical assets are going online,
more and more businesses that are traditionally not online or not digital are
going digital – including critical infrastructure, for example– so it’s very
important to have this collaborative approach and to build trust in
technology because without trust and having all stakeholders on the table, it
would be impossible to design the right solutions and have the most optimal
outcomes.

Gautam Kamath, Senior Advisor, International Affairs at Centre on
Regulation in Europe (CERRE).

Given the global nature of the issue and the fact that the there's a lot of
third-country headquartered companies in the EU, most of the platforms are
the US or China (...). In order for these companies to operate in the EU it
should be very clear what the rules are for these data transfers to their
jurisdiction.

Gautam Kamath, Senior Advisor, International Affairs at Centre on
Regulation in Europe (CERRE).
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¹¹⁸De La Chapelle, B. & Porciuncula, L. (2022). Hello Datasphere – Towards a systems approach to data governance. The Datasphere
Initiative. https://www.thedatasphere.org/news/hello-datasphere-towards-a-systems-approach-to-data-governance/ 
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Another challenge is reaching consensus on standards. Although within Europe and internationally
there seems to be an agreement on the importance of talking about data, there is an absence of a
real common language when it comes to data governance. Across regions and sectors in the world
there are different meanings of data governance and therefore divergence on how to govern the
datasphere – defined as the complex system encompassing all types of data and their dynamic
interactions with human groups and norms.¹¹⁸ 

The only way to reach agreements and advance frameworks that create value for all is by bridging
sectoral and geographical silos, encouraging multistakeholder engagement and addressing the
complexity of global data governance through the tools that enable interoperability,
experimentation and iterative processes for improvement. A common language is needed, on the
one hand, to guarantee that regulations can be used and implemented internationally, and on the
other hand, to open dialogues and conversations to ensure that stakeholders understand each
other and are able to share experiences and necessities.

On a more organizational and international element, the absence of a real
common language when it comes to data governance is still an issue. There
is a lack of common standing points. Sometimes people use the same
language but mean different things. Then when it comes to policy challenges
they are trying to solve, they do not shoot from the same direction.

Andrin Eichin, Senior Policy Advisor, International Relations, at the
Swiss Federal Office of Communication (OFCOM) (Switzerland).

Don’t overlook these aspects [the legal, the technical and the social aspects of
data processing and the ways in which they interact with who is empowered
to do certain things at a certain time]. If not, your data governance system
might start to bleed from wounds that you haven't properly addressed or
assessed.

Heleen Janssen, Researcher at the University of Amsterdam (The
Netherlands).

https://www.thedatasphere.org/news/hello-datasphere-towards-a-systems-approach-to-data-governance/
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   Striving for convergence is key to responsibly unlocking the value of data for all

A fundamental question for regulators designing governance frameworks is whether the
framework, if copied or implemented by other actors, leads to positive outcomes. This implies
asking if a country would want other countries to replicate its legal frameworks. When regulations
are too self-serving, “the self-defeating ultimate result might be a fragmented environment
detrimental to everyone”.¹¹⁹ Replicating scalable regulations could lead to a convergence on higher
standards that benefit everyone. As put by Francesco Vogelezand, “this can become a litmus test
for evaluating the European Strategy for Data and EU efforts to leverage its normative power to
foster international convergence on higher standards.”¹²⁰

In its effort to raise thresholds for norms, especially regarding privacy protection, Europe could
potentially be contributing to the internationally fragmented setting. The new EU regulations – the
DGA and DA – establish conditions for who can access non-personal data produced in the EU and
under which circumstances. Such conditioning, in addition to the already existing frameworks to
control personal and non-personal data flows, adds layers of complexity to access and use data in
Europe both by local actors and international operators.

As data localization efforts augment, so does the challenge of finding a common ground in the
global data governance setting regarding data sharing. Countries do not seem to find enough
incentives to open their data unrestrictedly because they fear losing the competitive advantage
that comes from data. At the same time, countries want to gain access to data from other regions
and “establish more control over precious information.”¹²¹ Data localization measures and other
geographic approaches to data could further deepen fragmentation, especially if local competitive
advantage is prioritized over cooperation.¹²² 

The UN is thinking about how to get better at enabling these discussions.
WTO, UNICEF, Human Rights (privacy), ITCC (Climate change - data driven
economy’s impact on carbon emissions) How do we govern this?
Governments need to be fully at the table. All countries, not just the
advanced economies should be able to engage in this discussion.

Torbjörn Fredriksson, Head E-commerce and Digital Economy Branch at
the United Nations Conference on Trade and Development (UNCTAD)
(Switzerland). 
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¹²³Ibid.

¹²⁴Bradford, A. (2020). The Brussels Effect: How the European Union Rules the World. Oxford University Press.
https://doi.org/10.1093/oso/9780190088583.001.0001.

¹²⁵Vogelezang, F. (2022). The rise of European Data. A Kantian Imperative for Global Data Governance. Datasphere Initiative

¹²⁶Koch, R. (2023). What is the LGPD? Brazil’s version of the GDPR. GDPR.EU. https://gdpr.eu/gdpr-vs-lgpd/ 

¹²⁷Brazilian National Congress (2019). Brazilian General Data Protection Law.
https://iapp.org/media/pdf/resource_center/Brazilian_General_Data_Protection_Law.pdf 

¹²⁸Matthan, R. & Ramann, S. (2022). Data Governance, Asian Alternatives. How India and Korea Are Creating New Models and Policies.
Carnegie Endowment for International Peace. https://carnegieendowment.org/2022/08/31/india-s-approach-to-data-governance-pub-
87767 
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Data localization efforts that prioritize local competitive advantage could also end up in the
undesirable setting of data fortresses, “where data is hoarded within a national jurisdiction due to
the lack of legal interoperability with third countries.”¹²³ This could increase fragmentation and
uncertainty for global data governance as a whole.

Europe has been putting forward regulations that advance its competitive advantage and the
control over data that is produced within its borders, potentially limiting the access that countries
overseas can have to it. However, more awareness is needed regarding the European ability to
influence markets’ and states’ conducts through its legislation and frameworks. Several authors
refer to the term ‘Brussels effect’ coined by Bradford to describe the EU’s ability to influence global
frameworks and actions across the globe.¹²⁴

In fact, as the EU develops its domestic regulations, it also creates global standards for regulations
that are not only applicable to non-EU actors that seek to enter or are part of the European
markets, but also for third countries where EU regulations become objects of emulation.¹²⁵

Several countries around the world have inspired¹²⁶ their national data protection frameworks
particularly in the EU’s GDPR. For instance, Brazil inspired its General Data Protection Law (in
Portuguese, LGDP)¹²⁷ on Europe’s GDPR and has signed MOUs with European actors to collaborate
on data protection governance. India has had a similar development, drawing heavily on the GDPR
principles to develop its personal data regulation framework.¹²⁸

European frameworks have nonetheless been built to function within Europe, and reflections have
hardly gone beyond its borders when it comes to asking about the kinds of positive or negative
externalities that could materialize if third countries emulate or draw inspiration from European
regulations and norms. The Brussels effect can either bring benefits or advance drawbacks, as it
can contribute to both legal convergence across borders and to global fragmentation if not
sufficient considerations are borne in mind.

The European influence over other continents’ digital and data strategies has not only been
manifested through the extraterritorial effects of EU's legal instruments, but through different
alliances, collaborations, and projects that have emerged to research data governance trends in
Europe and abroad. 

https://doi.org/10.1093/oso/9780190088583.001.0001
https://gdpr.eu/gdpr-vs-lgpd/
https://iapp.org/media/pdf/resource_center/Brazilian_General_Data_Protection_Law.pdf
https://carnegieendowment.org/2022/08/31/india-s-approach-to-data-governance-pub-87767
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¹³⁰Germany, Belgium, France, Estonia, Luxembourg, Spain, Portugal, Sweden, the Netherlands, Lithuania, and Finland signed the initial
letter of intent.

¹³¹D4D Hub (2023). Supporting Africa’s digital transformation. AU-EU D4D Hub Project. https://d4dhub.eu/au-eu-project 

¹³²Victoria, A. (2020). The EU-AU Data Flaship. Digital 4 Development Hub Forum.
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¹³³Kant, I. (1993) [1785]. Groundwork of the Metaphysics of Morals: On a Supposed Right to Lie because of Philanthropic Concerns.
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For instance, the Commission developed the Digital for Development Hub (D4D) to achieve
coordination, advance multistakeholder dialogue, and “leverage expertise, resources and share
best practices”.¹²⁹ 11 EU Member States¹³⁰ created the Digital4Development (D4D) Hubs to promote
international partnerships on digital transformation, with a first implementation in the AU-EU D4D
Hub for Africa.¹³¹

Similarly, the EU-AU Data Flagship, which is an initiative that brings together the European Union
and the African Union so that the European and African visions of “fair and sovereign data
economy” come together based on shared values and policies that find a balance between data
protection and inclusive economic growth.¹³²

The examples displayed above show Europe’s potential of becoming a global norm setter, raising
standards and leveraging its extraterritorial components and effects to foster the emergence of a
global data sharing compact. To contribute to solving fragmentation, Europe could promote
strategies that not only benefit countries in the region – which could create digital fortresses –, but
promote the adoption of rules that seek to unlock the value of data for all and implement an
architecture that is beneficial for other regions as well.

The fundamental challenge for Europe is hence to fully engage at the global level to ensure
that the European model is indeed replicable and scalable. Applying a Kantian Categorical
Imperative – that is, to act as you would want all other people to act towards others, as if it were a
universal law¹³³ – could mean that Europe constantly asks itself if the norms and standards that it is
setting indeed contribute towards a more equitable data economy, and to what extent it is
desirable that its frameworks are copied by other countries worldwide. If countries need to adapt
their legislation to comply with the European standards, then the model might not only be
irreplicable, but could further increase fragmentation and deepen the gaps between views around
data.

By opening the space to participant states from everywhere in the world, data governance
frameworks could not only be enriched, but also be tailored to each nation’s needs, interests and
contexts. Different international organizations have been promoting this cooperation, and wish to
include not only the countries with the most advanced economies, but every government,
regardless of a country’s economic prospects. International participatory forums and dialogue are
thus essential to develop participatory, comprehensive, and actionable data frameworks.

https://d4dlaunch.eu/
https://d4dhub.eu/au-eu-project
https://futurium.ec.europa.eu/en/Digital4Development/discussion/eu-au-data-flagship?language=fr#:~:text=Europe%20and%20Africa%20seek%20to,protection%20and%20inclusive%20economic%20growth
https://archive.org/details/groundingformet000kant
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Through a cooperative mindset and by looking at the rest of the world, Europe could indeed
become a global norm setter and contribute towards unlocking the value for all. In doing this, it
might just as well start learning from the good practices and models implemented in other regions
of the world.

Striving for convergence does not only imply the recognition of European influence overseas, but
also the need to enhance multistakeholder cooperation within the region. Stakeholders consulted
shared the need for even more multistakeholder engagement and international cooperation. In a
context where governance frameworks are being developed in a siloed manner, there are
significant power imbalances in the data market and geopolitical interests at stake. Bridging
existing silos and fostering collaboration is more important than ever to enable fair and
trustworthy governance mechanisms. Interviewees mentioned how national data hubs could be
one alternative to encourage collaboration.

As different stakeholders have different needs, mapping and addressing those contrasts could
enhance interoperability and data sharing. This could include making available an open source,
smart, cloud-edge, which would enable the integration of data infrastructures and services. It could
also ultimately enable a sort of cloud federation, which is currently being discussed and
interviewees highlighted as a desirable space to have at the European level.

Another challenge for Europe when striving for convergence is enhancing bottom-up approaches
and community engagement. Consulted stakeholders pointed to the importance of organizing
collective powers and rights to further create opportunities for citizen empowerment. Citizen and
community engagement, as well as bottom-up approaches are one of the bigger new trends and
challenges for Europe today. Collective data governance and bottom to top thoughtfulness could
foster community participation in decisions around data. This could be done domestically (within
Europe), but also internationally with other regions of the world.

Understanding that data is not neutral and can indeed maintain existing societal injustices is the
entry point to participatory governance mechanisms. Several European actors are promoting the
democratization of the digital sphere and are encouraging those who are usually affected by the
rules to participate in shaping them. The notion of digital self-determination is highly connected
with the need for bottom-up approaches. It encourages the development of participatory digital
spaces and the adoption of horizontal approaches to data governance. Digital self-determination
materializes in actions that put citizens at the heart of the conversations and promote digital and
data literacy to ensure their engagement. One interesting trend to foster citizen participation are
the consultations that some European countries are conducting with cities and local governments
to share experiences and implement good practices.
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One of the things I find interesting about that is the sense of being able to
talk about the community in its own terms. To represent them in terms they
find important. You find the same kind of things in patient communities
where they want to talk about their experiences, not how doctors are talking
about them. Not only about who gets sovereignty, it’s even the framing of
what the data is and who has governance over it.

Jeni Tennison, Executive Director of Connected by Data (United
Kingdom).

[We need] digital literacy that allows people to
recognize that they have rights, to recognize
when they’re infringed and also know what to
do in order to act against that infringement
and advocate for their rights.

Paola Pierri, Senior
Research Associate at
Luzern University of
Applied Science
(Germany).

We need to find these opportunities that are
in between these extreme positions that can
help generate the opportunities that data
flows can bring but also to address the
development concerns from the privacy,
security, trade and development perspectives.

Torbjörn Fredriksson,
Head E-commerce and
Digital Economy Branch
at UNCTAD (Switzerland). 

Finally, to keep striving for convergence, member states need to be engaged to ensure that the
proposed data governance models work for the purposes they were created for. This means
identifying interesting best practices developed within the region and the challenges that some
stakeholders (local and international) might be facing with their approach. Europe could strive, as
well, to adapt its frameworks to lower transaction costs, keep protecting citizens’ rights, enhance
trust, and bolster the data economy.

Current data governance issues require interdisciplinary discussions and a legal-socio-technical
perspective. The challenge for the region nowadays is to promote multistakeholder collaboration –
including citizen engagement and bottom-up and community approaches – within Europe and
abroad. Internationally, it has the possibility to implement a sort of Kantian Imperative and assess
the positive and negative externalities (or chilling effects) that European frameworks could or are
already having on third countries. Leveraging dialogues and promoting collaborative efforts will be
the only way to strive for convergence and develop models that work for each particular context. A
global vision and strategy is needed to make sure that European data governance
frameworks unlock the value of data for all.
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UNLOCKING THE VALUE OF DATA FOR ALL IN EUROPE AND THE
WORLD

As part of the European Dialogues’ project, this report lays out some of the main trends and
priorities, challenges, emerging barriers, good practices and recommendations to responsibly
unlock the value of data for all in Europe. It analyzes some of the regulatory efforts led by the
European Commission, some EU member states, and the UK and Switzerland, as well as the initial
views that the interviewees have on them.

The main takeaways from the interviews have been categorized into three groups: 1. Data and
responsibility: the rights-approach adopted in Europe Leveraging; 2. Data and value: the trends to
allow data to flow freely and enable innovation and competitiveness; 3. Data for all: the key role
Europe plays in striving for international data governance convergence.

Europe’s priorities for data governance have revolved around protecting constitutional rights and
freedoms, promoting human-centricity and sovereignty, and the use of data for public good. In
order to build trustworthy spaces, new normative trends in Europe place more emphasis on
bottom-up approaches and the importance of collective rights and impacts. 

Positive or negative impacts of certain data uses might not be easily detected at an individual level,
but might become evident at the collective level, which means that collective identities and societal
dynamics are fundamental for data analysis and governance efforts. The collective approach is an
upcoming challenge for the region.

Another challenge for Europe is the need to create new incentives to encourage innovation,
supporting digital transformation and competitiveness goals. Europe – as the rest of the world –
needs to find a balance and avoid over-regulation in order for the data governance frameworks not
to stop innovation or discourage cooperation and data flows. By leveraging data for digital
transformation and creating incentives for data sharing, industries can create new products and
services. Future initiatives (e.g. norms, technology, model contracts, procurement, self-regulation
and voluntary frameworks etc.) should create the appropriate incentives and thus contribute to
responsibly unlocking the value of data for all.

The interviewees highlighted that data governance efforts have developed in a fragmented and
siloed manner. The increasing number of sector-specific norms contribute to that. Overcoming this
fragmentation and mapping existing platforms, overlaps and gaps is necessary to build a common
framework that ensures data interoperability and sharing. 

Additionally, multistakeholder engagement, especially engaging practitioners and innovators, and
international cooperation are key to create a common language around data governance, protect
human rights and also promote global competitiveness and data usage for innovation.
International cooperation and dialogue should seek to find convergence between actors’ priorities
and values, and develop models that work for different contexts and needs.
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As highlighted before, two interviewees referenced the idea of the “commons” in which there is
great cooperation in a low-entry barriers data market, no dominant players, and open data. 

The EU Data Act provides several opportunities for the “data commons”,¹³⁴ which according to
Open Future¹³⁵ could “empower public institutions in the online sphere, strengthen the role of
Open Access Commons (OAC) in the current data economy, and unleash the society-wide benefits
derived from open data.”¹³⁶ While the “commons” are appealing, a nuanced approach is needed to
ensure that this potential world respects rights and freedoms. International cooperation is key in
order to find a balance between fostering digital trade and free data flows, on the one hand, and
protecting rights in a human-centric approach to data governance on the other.

Since the interviewees do not represent all the voices impacted by the European efforts, including
the EU strategy and normative frameworks, further dialogue is still needed. While ambitious, the
DGA and the DA initiatives are yet to provide a clear path for implementation and raise questions
on the facilitation of cross-border data flows between the EU and the rest of the world. Dialogue
should engage stakeholders in Europe, but also engage in conversations with other regions of the
world.

Europe would benefit from sharing its good practices and experiences, but also from learning from
other regions’ and countries’ needs and best practices. This learning should also be focused on
best operationalization practices for data governance models, particularly in support of SMEs and
start-ups.

Another important consideration drawn from this first instance of the Datasphere Regional
Dialogues in Europe is how the European approach to data governance is still not finalized and is
just starting to be shaped. The current Euro-centric understanding of several issues (such as
human rights) can still be questioned by opening spaces for engagement. As a trailblazer of human
rights and data protection, Europe has done a good job at marketing its approach to data
governance. Nonetheless, the task is still unfinished, and these dialogues hint to the difficulties of
implementing governance frameworks. Now that there is more awareness about the societal
harms and challenges of governing data in the region, the challenge now is to translate back into
governance models that can effectively target these issues and unlock the value of data for all.

¹³⁴Vogelezang, F. & Keller, P. (2021). The Data Governance Act: Five Opportunities for the Data Commons. Open Future Publications.
https://openfuture.eu/publication/the-data-governance-act-five-opportunities-for-the-data-commons/ 

¹³⁵Open Future (2023). Homepage. https://openfuture.eu/ 

¹³⁶Vogelezang, F. & Keller, P. (2021). The Data Governance Act: Five Opportunities for the Data Commons. Open Future Publications.
https://openfuture.eu/publication/the-data-governance-act-five-opportunities-for-the-data-commons/

https://openfuture.eu/publication/the-data-governance-act-five-opportunities-for-the-data-commons/
https://openfuture.eu/
https://openfuture.eu/publication/the-data-governance-act-five-opportunities-for-the-data-commons/
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How to harness the data for value creation (social or economic value)? How to leverage the data
for corporate competitiveness in the global context? How to secure the fair sharing of the value
that is being created from the evolving digital economy?
How to enable participatory, community, and bottom-up approaches for data governance that
engage all affected stakeholders – within and beyond each region? 
How can regulators design normative frameworks that consider distinct industries’ needs and
create the appropriate incentives for innovation?
Which types of incentives are needed to foster innovation but also ensure the protection of
human rights and constitutional freedoms? 
How can legislation be evaluated to determine if it is fit for purpose, in other words, if it is
fulfilling the purpose for which it was created? 

Finally, some questions remain. Questions which are important to answer as the European
Dialogues keep unfolding and as the Datasphere Initiative’s Dialogue Program engages in
conversations in other regions of the world. These questions include:

These are key questions for further research and discussion. These questions can be answered by
bringing stakeholders together and breaking silos to work towards collective data governance
frameworks which foster data protection and innovation. This will help Europe and any region
become intentional about the digital society they collectively want to build and govern data
accordingly.
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   Methodology

The Datasphere Initiative adopted a participatory methodology to conduct the European dialogues.
It developed a literature review and desk research on the European experiences and trends
regarding data governance, which was complemented by a Datasphere Initiative Fellow research¹³⁷
and semi-structured interviews with key stakeholders. The team gathered impressions from
governments, European Commission representatives, civil society, academia, and the private sector
on how these new rules may play out as well as other initiatives and trends beyond the EU that are
gaining attention in Europe.

The Datasphere Initiative team started by interviewing stakeholders in Europe who are working on
data governance policies or developing some of the innovations and initiatives that are leveraging
data. These interviews are timely given the new data governance initiatives taking place in the
region. The interviews gathered impressions from governments, European Commission
representatives, civil society, academia, and the private sector on how these new rules may play
out as well as other initiatives and trends beyond the EU that are gaining attention in Europe.

To complement such research, it identified a sample of more than 60 policymakers or contributors
to data governance policies. Around 20% accepted to participate in semi-structured interviews. The
interviews were conducted over a period of 2.5 months, from May 31 until August 20, 2022. The
questionnaire applied consisted of six standard questions, subject to adjustments or additional
queries depending on the flow of the conversations and expertise and focus of the interviewee
(Table 1 in the Annex). Interviews were transcribed and the main highlights per question were
extracted. These highlights were categorized by interviewee and by topic, and a qualitative bottom-
up approach was implemented to codify the extracts on a Miro board. Tags (or codes) were created
based on the content of each contribution, then a filtered database was developed. A detailed
description of the tags used to codify the interviewee’s contribution can be found in the Annex
(Table 2). Highlights from the interviews enrich this report and support its objective of analyzing the
European approach to data governance and its global contribution to the debate.

To kick off its European Dialogues Project, the Datasphere Initiative identified a sample of 59
policymakers or contributors to data governance policies working in public or governmental
organizations, the private sector, civil society, academia and international/regional organizations
(including the European Commission). The sample was developed with gender and
multistakeholder balance in mind to remain inclusive and diverse. Individuals were contacted via
email and invited to participate in a 30-minute semi-structured video interview. Until the
publication date of this report, from the almost 60 individuals identified via a review of stakeholder
submissions to various instances of the European Strategy development and implementation and
via the Datasphere Network of partners via a review of stakeholder submissions to various
instances of the European Strategy development and implementation and via the Datasphere
Network of partners, 13 accepted to take part in the interviews (11 via Zoom, and two of them
submitted written contributions). More detailed information about the interviewees, their
organizations and backgrounds can be found in the Annex.

¹³⁷Vogelezang, F. (2022). The rise of European Data. A Kantian Imperative for Global Data Governance. Datasphere Initiative. 
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The questionnaire applied to the participants consisted of six standard questions, subject to
adjustments or additional queries depending on the flow of the conversations and expertise and
focus of the interviewee (Table 1). The questionnaire was shared with the participants beforehand
and they all granted their consent to be recorded, and for their interviews to be used for reporting
purposes and shared with the Datasphere Initiative’s network.

After a qualitative review of the extracted highlights, they were grouped into key highlights, which
enriched this report.

   Table 1: Questionnaire for the semi-structured interviews

Main topic Question Objective

Trends and priorities
What are the main trends and
priorities regarding data
governance in Europe today?

Understand the participant’s
perspective of the main trends and
priorities regarding data governance
in Europe

Main challenges
In your opinion, what are the main
challenges for Europe and
stakeholders engaging in Europe?

Based on the participant’s
experience, this question seeks to
understand the challenges that they
experience in terms of governing
data in Europe

Emerging barriers

Are there any emerging barriers to
data sharing that impact
international cooperation and trade
with other countries and regions?

Identify the emerging barriers or
limitations that impact international
and regional cooperation, as well as
multistakeholder alignment for data
sharing

Good practices

Can you provide an example of
good practices (normative,
technical, operational) related to
data governance?

Gather the good practices related to
data governance that each
participant has identified and that
could be shared with other European
and global actors

Recommendations

What would be your
recommendations for the key
stakeholders in the data governance
ecosystem (governments, private
sector, civil society)?

Leverage the background and
experience of each participant to
collect recommendations on how to
better govern the data ecosystem
nowadays

Hope for the future of
collaborative data
governance

What is the Datasphere that you
hope to see? What does
collaborative data governance mean
to you?

Collect the participant’s aspirations
for the future of data governance
and understand the priorities and
values they hope to see

Source: developed by the authors.



   Table 2: Description of the tags used to analyze the extracted highlights

Tag(s) Description

AI and New Tech Contributions highlighting innovation, the creation of new
technologies, AI in particular (+ its regulation)

Bottom-up/community
engagement

Contributions highlighting the importance of collective action, of
horizontal and bottom-up approaches and in creating citizen and
community engagement for data governance

Building trustworthy spaces
Contributions highlighting democratization of digital spaces and the
values of Transparency, Control, Fairness, Accountability, Efficiency
for the governance of the datasphere

Culture change
Highlights insisting on the importance and need of a change in the
culture either to promote openness, risks, innovation, but also to
promote horizontal and bottom-up approaches to data governance

Cities Insights that highlight the importance of cities and their good
practices

Creativity Highlighting new ways of thinking about data governance and the
different challenges

Digital self-determination

Insights emphasizing on the emancipatory force of new
technologies, while recognizing the challenges that digital tools pose
to self-determination (e.g. targeted advertising, exclusion,
discrimination, etc.)

Environment/climate change Contributions that highlight the importance/good practices with
regards to DG and environmental issues

Fragmentation (reg, geo,
sector)

Contributions that discuss regional, geographic and sectorial
fragmentation (silos) of data governance

Global competitiveness
Highlights discussing the importance of global competitiveness of
businesses and the enabling or disabling role that data governance
has/can have when it comes to competitiveness

Human rights Contributions discussing human rights issues (data protection,
privacy, etc.)

Human-centric Discussions around human centricity and the creation of value for all

RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

- 52 -



International cooperation Highlights pointing at the importance of international cooperation or
the impacts of certain challenges on international cooperation

Interop_free data flows Contributions bringing out the relevance of interoperability and free
data flows (of both personal and non-personal data)

Language
These contributions bring out the linguistic and conceptual
challenges of data governance (speaking -or not- the same language
and referring to the same concepts with the same words, etc.)

Legal/Institutional
Fragmentation

These highlights discuss legal and institutional fragmentation
(ranging from regulation to the lack or existence of certain
institutions for data governance)

Literacy Contributions that highlight the importance of literacy (data and
digital) not only for citizens, but also for the private and public sector

Multistakeholder
Engagement

Contributions that underline the importance of bringing all the
stakeholders to the table and to the discussion

Operational perspective
Highlights calling the attention over the importance of governing
data at the operative levels, looking at industry per industry
processes and needs

Political fragmentation
(power and values)

Contributions that draw special attention to political disagreements
and the difference of power and values across countries and regions

Public good Contributions discussing the importance of data for public good,
interoperability to create public value, etc.

Role of State Highlights pointing at the importance of the role of the State for
governing the datasphere

Sovereignty

Highlights emphasizing on strengthening independence in digital
infrastructures, as well as aspects related to speaking about
communities in their own terms and allowing communities to
govern their data

Transportation Contributions discussing applications of data governance models to
transportation and mobility services

Source: developed by the authors.

RESPONSIBLY UNLOCKING THE VALUE OF DATA IN EUROPE. TRENDS AND INSIGHTS

- 53 -



   Interviewee’s profiles and background

Antonio Biason

Legal and Policy Officer at the Data Policy and Innovation Unit

Directorate-General for Communications Networks, Content
and Technology – DG CNECT

Luxembourg

Antonio has worked for the European Commission as a Legal and Policy Officer since 2021 in the
implementation of the European Strategy for Data (2020), in particular with respect to the Data
Governance Act and Data Act. Previously, he worked as a Deputy Attaché for Digital and Telecom
Affairs at the Portuguese Permanent Representation to the European Union and as a Blue Book
Trainee for the Southern African and Indian Ocean Unit of the European External Action Service
(EEAS). 

António holds a master’s degree in International and European Law from the Universidade Nova
de Lisboa as well as a bachelor’s degree in Politics and International Relations from the University
of Kent.

Roger Dubach studied Law at the University of Fribourg (Switzerland) and Philosophy at the
University of Louvain-la-Neuve (Belgium).

In 2003, he joined the diplomatic service of the Federal Department of Foreign Affairs and was
appointed as a Diplomatic Advisor to the Director of the Federal Office for Energy in 2006. In this
and his next function as Energy Counsellor at the Swiss Mission to the EU in Brussels, he acted as
Technical Director of the energy negotiations between Switzerland and the EU.

In 2013, he was appointed as a Personal Advisor to the Minister of the Federal Department of the
Environment, Transport, Energy and Communications, and later as Deputy Director of the Task
Force for the Swiss OSCE Chairmanship. 

He also served as Diplomatic Advisor on digital policy issues in the Cabinet of the OECD Secretary-
General in Paris. In 2018, the Federal Council appointed him as an Ambassador and Deputy
Director of the Directorate of International Law. Since 2020, he has represented Switzerland in the
CAHAI (Council of Europe on AI). 

Roger Dubach

Ambassador at FDFA and Switzerland’s representative before
the Council of Europe on AI (CAHAI)

Swiss Federal Department of Foreign Affairs (FDFA) / CAHAI

Switzerland
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Mr. Andrin Eichin works as head of data policy issues at the Swiss Federal Office of
Communications (OFCOM). As an expert on platform and data policy, he works in policy
development on national level and represents Switzerland’s position in various fora of global digital
policy and Internet governance. 

He has been the project lead and one of the main authors of a report by the Swiss Government on
trustworthy data spaces and digital self-determination. He has also been part of OFCOM’s core
policy team on platform regulation, contributing to the Swiss Government’s recent report on
impacts of platforms on public opinion formation and public communication (report available
here). 

He is a member of the Council of Europe’s Committee of Experts on the Integrity of Online
Information. He is also one of the Swiss Government representatives in the OECD Working Party
on Data Governance and Privacy and covers disinformation in the context of the OECD Committee
on Digital Economy Policy (CDEP). 

Before joining the Swiss Federal Office of Communications, Mr. Eichin worked as Assistant Director
in the UK’s Department for Business, Energy and Industrial strategy, where was among other the
UK negotiation lead for the EU Platform-to-Business Regulation. He holds a Master degree (M.A.) in
International Studies from Goldsmiths, University of London and a Bachelor degree (B.A.) in
International Relations from the University of Geneva. Mr. Eichin is fluent in German, French and
English and has basic knowledge in Italian. 

Andrin Eichin

Senior Policy Advisor International Relations

Swiss Federal Office of Communication – OFCOM

Switzerland

Government Report on Trustworthy Data Spaces and Digital Self-Determination, Federal
Department of the Environment, Transport, Energy and Communications DETEC and Federal
Department of Foreign Affairs FDFA
Swico Ethics Charter on Data Governance, Swico (only available in German)
Data Sharing Canvas, Data Sharing Coalition

References:
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https://www.bakom.admin.ch/dam/bakom/en/dokumente/bakom/elektronische_medien/Zahlen%20und%20Fakten/Studien/bericht-kommunikationsplattformen-und-intermediaere-2021.pdf.download.pdf/Report%20Intermediaries%20and%20communication%20platforms.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://www.swico.ch/media/filer_public/72/c6/72c624c1-ca08-4bdc-8d28-581182de79d8/swico_ethik_charta.pdf
https://datasharingcoalition.eu/data-sharing-canvas-2/


Ella Etienne-Denoy

Chairwoman and CEO

Green Soluce

France

Ella Etienne-Denoy is the CEO of Green Soluce, an innovative consulting firm dedicated to enabling
the rise of more sustainable, smarter and user-centric real estate and cities, i.e. great places we
love to work in, live and play. 

She has significant experience in leadership, team management and business development in
consulting, with a strong track record in launching pioneering initiatives, managing
multistakeholder projects in real estate, together with a first-class academic background (ESSEC
Business School & Universität Mannheim) and an international profile (French & Australian with full
fluency in French, English and German).

Mr. Torbjörn Fredriksson heads the E-commerce and Digital Economy Branch at the UN
Conference on Trade and Development (UNCTAD). The Branch’s work covers the Digital Economy
Report, the eTrade for all initiative, eTrade for Women, the E-commerce Week, various capacity-
building activities, and the Intergovernmental Group of Experts on E-commerce and the Digital
Economy.  
Fredriksson joined the UN in 2000. Before joining UNCTAD, he held positions at the Invest in
Sweden Agency and the Swedish Ministry of Industry and Commerce. He has an MSc in
International Economics from the Stockholm School of Economics.

Torbjörn Fredriksson

Head E-commerce and Digital Economy Branch 

United Nations Conference on Trade and Development
(UNCTAD)

Switzerland
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Heleen Janssen is a postdoctoral researcher at the University of Amsterdam, Faculty of Law, at the
Institute of Information Law (IViR), in the Blockchain Society and Policy research group. She is an
associate researcher at Cambridge University, Department of Computer Science and Technology,
at the Compliance and Accountable Systems research group.

Heleen Janssen

Researcher

University of Amsterdam

The Netherlands
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Paul Nemitz is the Principal Advisor in the Directorate General for Justice and Consumers of the
European Commission. He was appointed in April 2017, following a 6-year appointment as Director
for Fundamental Rights and Citizens Rights in the same Directorate General.

As director, Nemitz led the reform of Data Protection legislation in the EU, the negotiations of the
EU – US Privacy Shield and the negotiations with major US Internet Companies of the EU Code of
Conduct against incitement to violence and hate speech on the Internet.

He is a Member of the Commission for Media and Internet Policy of the Social Democratic Party of
Germany (SPD), Berlin and a visiting Professor of Law at the College of Europe in Bruges. Nemitz is
also a Member of the Board of the Verein Gegen Vergessen – Für Demokratie e.V., Berlin and a
Trustee of the Leo Baeck Institute, New York. He chairs the Board of Trustees of the Arthur
Langerman Foundation, Berlin.

Nemitz studied Law at Hamburg University. He obtained a Master of Comparative Law from
George Washington University Law School, where he was a Fulbright grantee. He also passed the
first and second cycle of the Strasbourg Faculty for Comparative Law. 

Paul Nemitz

Principal Adviser on Justice Policy 

European Commission

Belgium
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Markus Overdiek works for the Europe's Future program at the Bertelsmann Stiftung. Within the
Bertelsmann Stiftung, he previously worked on the projects “Ethics of Algorithms” and “Global
Economic Dynamics”. Markus has a focus in the fields of economics, data science, digitization, and
European affairs. He has received his Master’s degree in "Public Policy" with a focus on economics
from the University of Münster. He also studied at the University of Leipzig and the Aix-Marseille
School of Economics. 

Markus Overdeik

Project Manager of Europe's Future Program

Ethics of Algorithms

Germany
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Paola Pierri is Director of Research and Design at Democratic Society, which works across Europe
to ensure that everyone has the right to participate in the decisions that shape their lives. Among
other things, in her role at Democratic Society Paola is exploring the social implications of
digitalisation on our democratic practices and our public space, and working on questions of data
governance and public oversight.
 
Paola has been previously a Research Fellow at the Weizenbaum Institute, researching questions
of Digital Inequalities and Digital Sovereignty. She is a visiting lecturer and researcher collaborating
with different Universities across Europe. Paola has a doctorate in Design Anthropology from the
London College of Communication.

Paola Pierri

Director of Research and Design

The Democratic Society

Belgium
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Jeni is the founder of Connected by Data, an initiative that aims to put community at the heart of
data narratives, practices and policies. 

She is co-chair of GPAI’s Data Governance WG, a Shuttleworth Foundation Fellow and Associated
Researcher at the Bennett Institute for Public Policy. She sits on the Boards of Creative Commons,
the Global Partnership for Sustainable Development Data and the Information Law and Policy
Centre. 

She was previously CEO of the Open Data Institute, where she worked for nine years. 

She loves Lego and board games and is the proud co-creator of the open data board game,
Datopolis.

Jeni Tennison

Executive Director

Connected by Data

United Kingdom
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Gautam Kamath is a Senior Advisor for International Affairs at the Centre for Regulation in Europe
(CERRE). He has worked for several years with leading global technology companies in Brussels,
New Delhi, Singapore as well as with public sector organizations like the World Bank and the
United Nations on infrastructure finance (mergers & acquisitions), social entrepreneurship, and
human rights. 

A common thread driving Gautam’s career is the role of technology in shaping society positively,
and he has worked on bridging the digital divide, enabling financial inclusion through digital
payments, or using data to mitigate effects of natural disasters or public health crises. He has a
Masters degree in Public Policy from Harvard Kennedy School, an MBA (Finance & International
Business) from National Taiwan University, and a liberal arts degree from Maastricht University.

Gautam Kamath

Senior Advisor

International Affairs at Centre on Regulation in Europe (CERRE)
(previously an advisor to the private sector)
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https://creativecommons.org/
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https://www.data4sdgs.org/
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Christiaan is VP, Strategy and Regulatory for Sovos Compliance, which in 2018 acquired
TrustWeaver, a leading e-invoicing and e-archiving compliance vendor that Christiaan co-founded
in 2001. 

During his 25+ years of experience, Christiaan has served on executive and supervisory boards for
European and international business and organizations. He was elected a World Economic Forum
(WEF) Global Leader for Tomorrow in 2000. 

Earlier in his career, Christiaan was Deputy Director at the Paris-based global headquarters of the
International Chamber of Commerce (ICC). He is a frequent convener, speaker and moderator of
high-level policy, standardization and other key multistakeholder events and processes. As Vice
Chair of the ICC Commission on the Digital Economy Christiaan heads up ICC’s cross-functional
public/private sector initiative to develop global good practices for continuous transaction controls
(CTCs). Among other industry roles, Christiaan is also a member of the Executive Committee and
Chair of the Public Policy Working Group of the European E-Invoicing Service Providers; Association
(EESPA). He is a Dutch and French dual citizen and holds a law degree from the Erasmus University
in Rotterdam, Netherlands.

Christiaan Van Der Valk

Vice President, Strategy and Regulatory

SOVOS (Solve Tax for Good) 
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Oğuzkan Güzel is the founder of Güzel Law Firm in 2016. He is a graduate of Ankara University,
Faculty of Law in 1994 and holds Master degree in EU Competition Law, and a Ph.D degree in
Public Law. He holds a LL.M degree in Law, from University of Minnesota, USA. 

Having more than 25 years of experience in the field of competition and regulation, including 10
years of expertise in the Turkish Competition Authority, Oğuzkan Güzel provides consultancy
services to Turkish and international companies and public institutions on regulation, competition
law and foreign trade. His work life has passed with the application of competition and regulation
law in different sectors.
Since 2009, he has been working on electronic communication law, digital economics and internet
law mostly. He was the representative of Turkey at the Commission of Digital Economy of ICC
between 2009-2019.

Oğuzkan Güzel

Founder Güzel Law Office and previous Representative of ICC
Turkey (ICC Commission on Digital Economy)

Turkey
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Recommendations made by the participants

Creating trustworthy data spaces based on digital self-determination. Report from the DETEC and
FDFA to the Federal Council on 30 March 2022. Federal Department of the Environment, Transport,
Energy and Communications DETEC Federal Department of Foreign Affairs FDFA.
Swico Ethics Charter on Data Governance. Merkblatt (only available in German).
Data Sharing Canvas. Data Sharing Coalition. 

Written submissions

Markus Overdiek, Europe’s Future, Bertelsmann Stiftung

Data Governance Act (already published in the Official Journal of the European Union on June 3,
2022; will apply from September 24, 2023 onwards.)
Data Act
Artificial Intelligence Act
Digital Markets Act
Digital Services Act
Chips Act

What are the main trends and priorities regarding data governance in Europe today?

The term “data governance” is used in different contexts; depending on the context, its meaning can
differ substantially. Data governance is not only an important topic for most organizations either from
a corporate, governmental, or civil society perspective. It is also of increasing concern from an
international politics perspective.
In this context, there are at least a handful of regulations that are to different degrees relevant for data
governance. Those are now in the process of finalization and then adopted by the legislative
institutions of the EU, e.g.:

These legislations and legislative proposals will become active in the upcoming months and years – and
thus, will shape (digital) Europe. Due to tensions in international relations with the US and China,
supply-chain issues with respect to the corona pandemic, and Russia’s war in Ukraine, it is now a policy
priority for the European Union to become more independent regarding its digital infrastructure and
its digital markets.

Also, the EU aims to become a worldwide trailblazer for a more human-centric and value-based
approach to digitization. Particularly, sovereignty and human-centricity are currently two key aspects of
data governance from the policy perspective.

https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://www.swico.ch/media/filer_public/72/c6/72c624c1-ca08-4bdc-8d28-581182de79d8/swico_ethik_charta.pdf
https://datasharingcoalition.eu/data-sharing-canvas-2/
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
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Sovereignty: Our geopolitical environment is currently loaded with a lot of uncertainty. The EU
responds to this uncertain environment with policy measures that aim to strengthen independence
in digital infrastructures and facilitate the dissemination of European companies that are based on
amplifying the establishment of European-based companies with digital and data-driven business
models.
Human-centricity: Coming from another perspective, data use needs to be beneficial to us all. But
corporate undertakings are dominant, and oftentimes, they only have unilateral profiteers. It is
therefore necessary that the diverse engagement of civil society actors and researchers are better
facilitated by European institutions. Otherwise, data usage will only benefit the few, not the many.

What are the main challenges for Europe and stakeholders engaging in Europe?

I see two core issues that pose challenges related to regional sovereignty and the need for a human-
centric approach. 

Are there any (emerging) barriers to data sharing that impact international cooperation and
trade with other countries and regions?

There is no one size fits all solution for data sharing. Depending on the application case, different
approaches are worth considering: Open Data, Data Trusts, Data Commons, Data Spaces, and Data
Markets – just to name the most well-known. However, these theoretical frameworks sometimes still
miss the link to real-world practice – and this real-world link is still a barrier to a secure exchange of
data.

Besides finding the best fitting models to share data, political negotiations will show how freely data
can be exchanged. For example, there are currently discussions within the WTO about a permanent
tariff ban on digital goods. While some countries are strongly in favor, others neglect this initiative.
Anyway, (small) tariffs on digital goods would not be a huge barrier to data sharing. If political
disagreement about digital goods prevails, it could also impact international cooperation in this matter
negatively.

Can you provide an example of good practice (normative, technical, operational) related to data
governance?

More initiatives exist that promote open data as a model to share non-personal data. Especially on the
city-level, a lot is happening: More and more data in relation to aspects such as waste management, air
quality, or transportation modes are becoming publicly available. Another example is provided by the
city of Barcelona, which implemented a data commons model. An overview of many of these kinds of
good practices for Europe is available on Europe’s Data Portal.
However, there is still room for improvement when it comes to the explicit design of different data-
sharing models. For instance, using a PDF file to publish data can only be the minimum effort. Linked
open data in the context of open data is on the other end of the spectrum and something to aim for
when working towards good open data practices.

https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
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What would be your key recommendations for the stakeholders in the data governance
ecosystem (governments, private sector, civil society)?

When we talk about data, we are also talking about power structures: Oftentimes, some own many
data, while many own some data – and those with economic power are mostly those who have a lot of
data at their disposal. This is an issue because data are not neutral, and their careless use can
contribute to the maintenance of prevailing societal injustices.

When key stakeholders in the data governance ecosystem conduct their actions and initiatives, they
should always identify and have in mind the current power structures and the nascent ones. 

What is the datasphere that you hope to see?

On a political macro-level, let us work towards a data governance ecosystem that tackles existing
inequalities by taking into account the perspective of the unfavoured side of the balance of power: This
would imply taking the perspective of individuals rather than corporations, the perspective of
developing countries rather than developed countries, and finally a common-good perspective rather
than a market perspective.

Ambassador Roger Dubach, Government of Switzerland

Priorities: States have very different priorities with regard to the use of data: some put the focus on
data protection to build trust, others on data use to foster innovations. Some follow a more
market-based model, others a more state-centered model. Some use regulatory means, others use
self-regulation, ethical guidelines and incentives more than prohibitions. The role of the state and
the economy differs significantly based on the data strategy of the state.

Trends: States and communities have different philosophies on how to deal with data. This leads
also to different regulatory frameworks that apply to data internationally. Regulatory fragmentation
is therefore one of the major trends that constitute a fundamental challenge to global data
governance.

What are the main trends and priorities regarding data governance in Europe today?

In your opinion, what are the main challenges for Europe and stakeholders engaging in Europe?
The economy has understood that there is a huge potential in data based innovations. States are now
willing to unleash this potential by providing appropriate frameworks and by giving incentives. One of
the main difficulties is overcoming the trade-off narrative between data protection and data use. The
vision of digital self-determination that Switzerland is following makes it possible to improve access to
data while strengthening control over one's own data. By building confidence, data subjects are more
likely to share their data with others. This trust can be built by making available trustworthy data
spaces based on fundamental principles like transparency, control, fairness, accountability and
efficiency. 

https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
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Transparency
Control
Fairness
Accountability
Efficiency 

One of the main challenges is to find appropriate incentives for collective forms of data use.
Companies should not fear competitive disadvantages when making their data accessible to others for
the common good. They should rather see it as a win-win situation. However, this requires suitable
framework conditions. 

Another main challenge is interoperability. Data spaces must be connected and compatible in order to
enable cross-border and cross-sector data flows. 

Are there any emerging barriers to data sharing that impact international cooperation and
trade with other countries and regions?

States begin to understand the value of data: this can lead to protectionist forms of dealing with data
that prevent collective and transnational uses of data. 

States should enable data sharing in a responsible manner. Both complete inaction and over-
regulation are not suitable. States should enable and guide data flows but not control them. 

What do you mean by Digital Self-Determination? 

The concept of digital self-determination stands for a human-centered and rule-based approach that
does not see digital development as an end in itself but as a means for individual and collective
development.

It builds upon the idea that new technologies can have an emancipatory force and should be used to
empower and not limit the choices and possibilities of individuals and companies.
It recognizes at the same time the challenges that new technologies pose to a self-determined life (e.g.,
manipulation and nudging through targeted advertising, exclusion and discrimination caused by the
digital divide or bias, black box problem of algorithms in decision-making processes, etc.).

It understands the potential of cross-border data flows and the enormous importance of
interoperability for the linking of data spaces.

What are the principles for trustworthy data spaces that you came up with in your Swiss
report?

https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
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Work in sectors but also horizontal with a transversal perspective! 
Think internationally! Think globally! Especially while building trustworthy data spaces!
Foster interdisciplinary! Especially between legal, economic, socio-philosophical and technological
experts!
Public sector: Don’t use prohibitions but use incentives instead! 
Private sector: Think of data also as a common good that has a societal value when used in the
public interest.
Civil society: make sure that existing human rights are respected, protected and fulfilled also in the
digital sphere, meaning offline and online. 
Promote collective forms of data use by creating win-win situations!
Put a focus on data access, re-use of data and interoperability!
Building trust is essential and makes it more likely that people share their data, including personal
data, voluntarily!
Principles and rules are crucial to promoting legal certainty! 

First, it means, that different actors come together to share their data based on common rules.
Data access is guaranteed to all actors participating in the data space. 
Second, it means that the governance structure of this data space is participatory. All actors that
have a role in the data space as data producers or users have a say in how the common rules on
data sharing are built and implemented.
It therefore stands for a democratization of the digital sphere where those affected by the rules are
also shaping them. It stands for an approach that wants to end data monopolies and
concentrations and work in decentralized data spaces. 

Can you provide an example of good practices (normative, technical, operational) related to
data governance?

Switzerland launches a National Data Infrastructure on Mobility that enables users to better switch
from different modes of transport. The aim is to foster multimodal or connected mobility and
empower travelers. However, until now this national data infrastructure will operate without personal
data and is mainly limited to non-personal data. 

Other prominent examples that were analyzed in our report on digital self-determination for the Swiss
Federal Council are open finance and the electronic patient record. 

These use cases all aim at implementing the five fundamental principles of digital self-determination,
namely transparency, control, fairness, accountability and efficiency in their respective sector. This
leads to the creation of trustworthy data spaces. 

What would be your key recommendations for the key stakeholders in the data governance
ecosystem (governments, private sector, civil society)?

What is the Datasphere that you hope to see? What does collaborative data governance mean
to you?

I understand the following under collaborative data governance: 

https://digitale-selbstbestimmung.swiss/wp-content/uploads/2022/05/Beilage-01-Bericht_EN-zu-BRA-UVEK-EDA.pdf
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